In the Tel Aviv District Court sitting as The Court of Administrative Affairs

Administrative Petition No: 45606-10-10 The Israel Internet Association v. Prefect Chief of the Tel Aviv District Police & Others.

HH Judge Michal Rubinstein – Deputy President of the Court

Petitioner			The Israel Internet Association

- v. -

Respondents 

Prefect Shahar Ayalon, Tel Aviv District Chief 
Prefect Bentzi Savo, Central District Police Chief
The Israel National Police 
012 Smile Telecom Ltd. (pro forma)
018 Xphone Ltd. (pro forma)
Bezeq International Ltd. (pro forma)
013 Netvision Barak Ltd. (pro forma)


Decision

An Administrative Petition, requesting the Court to determine that Warrants, issued by the Third Respondent, The Israel National Police (hereinafter: “The Police”), ordering Internet Access Providers to block Israeli online users’ access to various gambling sites, are illegal.

Factual Background:

	The Petitioner is a not-for-profit organization working to advance and promote the Internet in Israel. In this, the Petitioner endeavours to develop and promote vital infrastructure and services, necessary to operate the Internet in Israel, as well as to “reduce the digital gap”. The First Respondent is the Tel Aviv District Police Chief, The Second Respondent is the Central District Police Chief and the Third Respondent is, as noted, The Israel National Police. The 4th - 7th Respondents are internet access providers (hereinafter: “The Access Providers”) to whom the Warrants, which are the subject matter of this Petition, were directed. These latter Respondents are pro forma Respondents and made no submissions in the course of these proceedings.


	In late June the Central District Chief contacted the Access Providers, and notified them of his intention to order that Israeli Internet users be blocked from accessing websites that, according to the information held by the Police, were gambling sites (Appendix A to Response). The letter offered the Access Providers an opportunity to present their arguments against the pending Warrants, within 48 hours from receipt thereof. The Fourth Respondent was the only Access Provider who chose to exercise that right. By letter dated July 27 2010, addressed to the Central and Tel Aviv District Chiefs, it claimed that the Warrants were ultra vires, by reason of the District Chiefs having, under the Penal Code 1977-5737 (hereinafter: “The Penal Code”), authority only to order the closure of physical locations, and not to block access to internet websites. It was further claimed, that the Penal Code did not afford the District Chiefs power to use the Access Providers as a means to preventing Israeli Internet users’ access to gambling sites. In its reply, dated August 8 2010, the Police rejected these arguments, concluding that a “purposive interpretation” of the Penal Code vests the Chiefs with the said authority. Subsequerntly, the Warrants, which are the subject matter of these proceedings, were issued.


	On August 19, 2010 the Petitioner contacted the Police, seeking an explanation as to the source of the authority to issue the Warrants, and the reasoning behind the said issue. The Police failed to reply substantively to the letter, for approximately two months, and this Petition was filed.


Argument

	This Petition raises several legal questions which require my ruling:


	Does the Petitioner have Standing?


	Does preventing access to the websites addresses by the Warrants infringe upon free speech?


	Does the Penal Code give the Police the power to order the Access Providers to block access to the abovementioned sites?


I shall answer these questions in turn.


Does the Petitioner have locus standi?

	The Petitioner is, as mentioned, a not-for-profit organization working to advance and promote the internet in Israel. In their Response, the Respondents raised objections to its standing, principally because the Warrants injured certain parties directly (the website owners, the access providers), and these chose not to exercise their right to petition against them. 


	Over the years, the Supreme Court has broadened public petitioners’ standing, principally in matters pertaining to the promotion of the rule of law, the preservation of constitutional principles and when judicial intervention is required in order to correct a material flaw in the actions of the public administration. “Broadening standing is part of a broad concept that views the function of the Court not only as an arbiter in a dispute between parties, but also as an entity charged with upholding the rule of law, even when this function does not involve a decision in a dispute between two parties” (see HCJ 651/03 The Association for Civil Rights in Israel v. Chairman of the Central Elections Committee for the 16th Knesset, PDI 57(2) 62, 68(2003) (hereinafter: “The Civil Rights Association Judgement”).


	Alongside the broadening of standing, where an administrative action directly injures a party who does not object thereto, the Court may not recognise the locus standi of a public petitioner, notwithstanding the importance of the petition (see HCJ 4112/99 Adallah – The Legal Center for the Arab Minority Rights in Israel v. The Tel Aviv Municipality, PDI 56(5) 393 (2002)). However, criticism has recently been raised against the rule limiting standing. It has been argued that there may be circumstances in which standing shall be granted to a public petitioner, even though the directly aggrieved party chose not to petition against the administrative action, primarily when the petition is one of principle, pertaining to protecting the rule of law (see The Civil Rights Association Judgement, at 69; Z. Segal, Standing In the High Court of Justice (Hebrew) (Second Edition, 5744)).


The Civil Rights Association Judgement reviewed the legality of the decision of the Chairman of the Elections Committee to disqualify certain segments of election advertisements run by Arab parties. The petition was filed, as mentioned, by the Civil Rights Association. The political parties whose election advertisements were disqualified chose not to petition against the decision and were joined as pro forma respondents. Notwithstanding this, the Supreme Court recognised locus standi, inter alia, since the petitioner represented the rights of voters to receive the information included in the election spots pursuant to the supreme principle of free speech, separately from the rights of the political parties to freedom of speech within the campaign. Justice Procaccia  held (emphasis added):

“The Petitioner has standing also as one representing the interests of the voter - a directly interested party in the election process - and not only the interests of the political parties whose election advertisements were disqualified … an alleged infringement of the political freedom of speech of a political party, may cause harm not only to it, but also of the voter seeking to take in the full extent of the political discourse. Unlawfully infringement of freedom of speech is not exclusively a matter for the candidate up for election, but also for the voter, who feeds off that freedom of speech in order to form his electoral preference. Thus, the fabric of the voters’ rights are interwoven with those of the candidate, creating reciprocity. A direct injury to one may be an injury to the other, granting him standing to bring his matter before the Courts for adjudication…”


The principal matter in this Petition is the infringement of the internet user’s right of access to information resulting from a Warrant issued by the Respondents, preventing access to various websites. The public Petitioner does not represent the interests of the wecsite owners or the Access Providers – which are primarily commercial interests. The primary claim in the Petition, is that the internet users’s freedom of speech has been infringed by a Warrant issued in ultra vires. The question of whether the Police had the authority to issue the said Warrants is one which exceeds the boundaries of the specific case, and as such is of general public importance.

	I am of the opinion that one can infer from The Civil Rights Association Judgement to our matter and hold that the Petitioner should be granted locus standi. It has standing because it represents the interests of Israeli internet users, as a party directly interested in the Warrants in light of the alleged infringement of its right of access to information. Moreover, the matter is one of general public importance pertaining to the enforcement of constitutional values and safeguarding the rule of law, which act as significant incentives to review the matter on its merits. 


	Therefore, the State’s motion to dismiss the Petition summarily – is rejected.


Does Blocking Access to Gambling Websites Infringe Free Speech?

	Before we commence with an in-depth analysis of this question, we shall briefly present the structure, main characteristics and method of operation of the internet.


	The internet connects millions of computers all over the planet, and is referred to by some as “the network of all networks”. It is accessible from any geographical location, since the mechanisms and protocols underlying it are universal. Access is achieved through an access provider, which may be academic institutions, government, companies and other commercial providers such as the pro forma Respondents in this case. The information transmitted over the Net arrives in various methods – snippets of information arrive through different geographical areas and in various paths, finally combining at the information at recipient’s end (see: Dr. Michal Agmon Gonen, “The Internet As A City of Refuge?! Legal Regularization In Light of the Technological Possibilities for Circumvention and the Global Nature of the Net  [Hebrew]”, Legal Network: Law and Information Technologies, 207, (Niva Elkin Koren and Michael Birnhak Ed., 2011-5771)).


	The internet allows people from all corners of the globe to communicate with one another easily, cheaply and conveniently, and most of all – to share and receive information. In fact, the primary human activity on the Net is information – creation, collection, processing, preservation, securing, copying and transferring thereof. For this reason the principal source of the internet’s strength is embodied in the free flow of information through it and its accessibility to people from all corners of the globe (Kahn, B. and Nesson, C. (eds.) 1997. Borders in Cyberspace: Information Policy and the Global Information Infrastructure, MIT Press).


	Even prior to the internet becoming an integral part of our lives, Israeli case law recognised the constitutional value of the right of access to information as derived from the human right to freedom of speech (see: Aharon Barak, Freedom of Information and The Courts [Hebrew], Kiryat HaMishpat C, 98 (2003-5763); HCJ 6218/93 Cohen v. The Israeli Bar Association PDI 49(2) 529, 541 (1995)). Without free access to information, one cannot properly exercise the right to freedom of speech. Both rights are intertwined, and emanate one from the other. Freedom of speech, without knowing what to talk about, could turn-out to be afutile right. Without information, there is no opinion.


	For the public, the internet serves as an excellent tool to exercise the right of access to information in a practical, efficient, cheap and available manner. Thus, it would be correct to describe it as a democratic tool promoting equality and acting a barrier to the infringement of free speech. It is a medium that facilitates diverse and decentralized discourse, above and beyond what was possible prior to its invention. Aside from facilitating access to information, it contains huge social advantages: inter alia, many daily activities are easily and conveniently performed through the internet and there is no doubt that the Net is a catalyst for economic growth and an excellent platform for various business ventures.


	In view of the many advantages of the free flow of information over the Net, and in view of the fact that the right of access to information has constitutional significance, the limitations that have been imposed on internet use, including on internet access providers and website operators, are few and narrow,. 


	However, alongside its positive effect, the internet is also abused for the purpose of achieving detrimental ends which are anti-social by their nature. As a tool that lacks central control – information of a “negative” value may be published through it, just as easily as information of “positive” value. Worldwide, as in Israel, the Courts have dealt with the abuse of the internet for copyright and trademark infringement, defamatory publications, the distribution of hard pornography, encouraging the use of drugs and violence, etc. (see, inter alia, LCA 4444/07 Rami Mor v. Barak ITC [1995] The International Telecommunications Company Ltd., [published in Nevo] (March 25, 2010); Civil Motion 10909/99 Cellcom Israel Ltd. v. Aquanet Computer Communications Ltd. [published in Nevo] (Sep. 8, 1999); A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004 (2001)).


	The desire to minimise the damage resulting from the negative uses has led certain authorities, even in liberal democratic countries, to take various measures against websites that support anti-social activities (Betting on the net: An analysis of the Government's role in addressing internet gambling, Federal communications law journal, Vol. 51 (March 14, 1999)). One of those measures is blocking access to websites that are cesspools for illegal activity, by various technological means. The effectiveness of those means depends on the technology used – some filtering methods are simple, some sophisticated. Some filtering methods’ effectiveness is negligible, while others are difficult to circumvent.


	One way or another, measures restricting free surfing on the Net taken centrally by the executive branch are injurious to the right of access to information. Even if the information on the site is exclusively of negative value, for instance a website that incites to racism, or encourages the use of drugs – it is still information. The legal approach in Israel is that freedom of speech “encompasses all” and applies to all types of expression, even speech which encourages illegal activity or itself constitutes such activity. Gambling websites are no different. It is obvious that from the point of view of the legislator, gambling  not regulated by the government (such as the lottery and the commissioned sport betting in Israel) is of negative social worth. However, that is insufficient to determine ad-hoc that the information appearing on gambling websites does not fall under the protection of free speech. These websites include text, pictures and audio-visual aides, just as in any other site. Words recently said by the Supreme Court in LCA 751/10 Doe v. Dr Ilana Dayan-Orbach [published in Nevo] (Feb. 8, 2012) are appropriate to the matter before us:


“Freedom of speech in Israeli Law encompasses all. Freedom of speech extends ‘to every expression, be its contents what they may, be its effect what it may be and be the manner of its expression what it is’ (the Universal Case, at 34); HCJ 5432/03 – S.I.N – For Women’s Equality in Representation v. Council for Cable TV and Satellite Broadcasting, PDI 58(3) 65, 81 (2004) (hereinafter: “the S.I.N. Case”); ‘On the issue of free speech’s extent, one does not examine whether the expression is true or false; its contents are not examined; its consequences are not examined’ (words of Chief Justice A. Barak in the Station Film Case, at 673). ‘The totality of free speech  is necessitated from its character and essence’ (HCJ 606/93 Kidum Entrepreneurship and Editing (1981) Ltd. v. The Broadcasting Authority, PDI 48(2) 1, 11 (1994) (hereinafter:the Kidum Case)). Therefore, freedom of speech encompasses pornographic expressions (the S.I.N. Case); racist speech (HCJ 399/85 Kahana v. The Executive Board of The Broadcasting Authority PDI 41(3) 255, 282-283 (1987)), defamatory speech (the Ben-Gvir Case, at paragraph 11); and even untrue speech (HCJ 6126/94 Senesh v. The Broadcasting Authority PDI 53(3) 817, 830 (1999); theAvneri Case, at 857).”

	Thus, the State’s assertion that the Petition lacks a "discourse of rights" – is erroneous. The Respondents’ mistake arises from the fact that they fail to distinguish between preventing users from accessing content, and an action which prevents or impedes the act of gambling. For instance, an instruction to credit card companies or other financial institutions not to honour debits from gambling websites is an action that prevents placement of bet. Obviously a person’s desire to gamble illegally is not protected, and in such circumstances indeed there is no “discourse of rights”. However, the same cannot be said when the state a-priori prevents the opportunity of exposure to the contents of a website. The contents are comprised of expressions – pictures, texts, etc. – that fall under the protection of free speech, regardless of the value contained therein.


	A good illustration of the application of the protection afforded to accessing internet content, was given in the US Supreme Court's decision on the constitutionality of legislation intended to prevent the exposure of minors to pornographic materials on the internet - Reno v. American Civil Liberties  Union, 521 U.S. 844 (1977). The US Supreme Court held that  restriction on access to content on the Internet, regardless of its value, must satisfy the test of constitutionality,– it must be focused, carry a rational link between the method and the purpose and satisfy the test of “The Less Injurious Method”. Stevens J. held (emphasis added):


“Sexually explicit material on the internet includes text, picture …the internet…provides relatively unlimited, low-cost capacity for communication of all kinds…This dynamic, multifaceted category of communication includes not only traditional print and news services, but also audio, video, and still images…the CDA is a content-based regulation of speech. The vagueness of such a regulation raises  [*872]  special First Amendment concerns because of its obvious chilling effect on free speech…CDA thus presents a greater threat of censoring speech that, in fact, falls outside the statute's scope…The CDA's burden on protected speech cannot be justified if it could be avoided by a more carefully drafted statute”

	From the foregoing it is apparent that in preventing access to the gambling websites the Respondents injured the free speech of internet users – who are interested in entering the websites and browsing the information – and that of the site owners who uploaded the content. However, free speech, like any other constitutional right in a democratic regime, is not an absolute right. When other interests so justify – security interests, social, political or otherwise – free speech may be curtailed (see HCJ 5432/03 S.I.N – For Women’s Representation Equality v. Council for Cable TV and Satellite Broadcasting PDI 58(3) 65, 81 (2004), and the references therein, hereinafter: “in Re S.I.N.”).


	Additionally, there are different types of speech, and correspondingly the level of protection afforded to them may vary. Expressions containing commercial content, are of lesser value than expressions of a political nature. The balancing and application of the tests of proportionality may change from case to case, in accordance with the social value contained in the expression vis-à-vis the possible benefits from restricting it. On this issue, the words of former Justice Dorner in Re S.I.N. are appropriate (emphasis added):


“The broad interpretation of the right to freedom of speech does not determine what balance is to be struck between it and other rights and interests, but only allows for such a balance, so that the discussion turns to the level of protection afforded the right. This question is examined on the basis of the goals which underlie free speech, the heart of which is the self fulfilment of the individual, advancement of the democratic process and the enrichment of the market of ideas which contributes to the discovery of the truth. See HCJ 25/53 ‘Kol Am’ Ltd. v. Minister of the Interior, PDI 7(2) 871, at 876. The more fully the speech achieves those goals , the higher the level of protection afforded to it. Thus, for example, the protection of political speech is wider in scope than commercial speech, a matter which expresses itself in the balancing formula between it and the values and interests of the competitors. For, ‘everyone agrees, that the limits of freedom of commercial speech, to which not all the grounds of free speech apply, are more limited in scope than the limits of political or artistic free speech’ (HCJ 4644/00 Jafora-Tabori Ltd. v. The Second Authority For Television PDI 54(4) 178, at 181).”

	The content displayed on the illegal gambling sites – for example game instructions, various lists, pictures and other audio-visual aides – are, generally speaking, of little social utility. They are exclusively commercial speech, which encourage the commission of acts restrained by the criminal law. It is possible that limiting access to these expressions be justified and proper. But the injuriousness of the expression does not exclude it, as a rule, from the ambit of the protection. As such, a curtailment of free speech, even of expressions of little social utility such as those appearing on illegal gambling sites, must satisfy the constitutional tests – first and foremost, it must be done under legal authority. 


	Thus we move on to the second question in issue which is – was the Warrant issued under authority?


Does the Penal Code authorise the Police to order the Access Providers to block access to the websites offering illegal gambling?

	One of the central controversies between the parties is the interpretation of the Penal Code, and specifically the sections that empower the Police to close down places in which illegal gambling takes place. The Petitioners claim that the relevant sections of the Penal Code empower the District Chief to order the closure only of physical places, in which gambling takes place, as opposed to preventing access to a website. In contrast, the Respondents claim that by virtue of the Police’s general authority to detect and prevent crime (Section 3 of the Police Ordinance [New Version] 1971-5731 (hereinafter: “The Police Ordinance”)), and in light of Section 229 of the Penal Code, the inference must be drawn that the Police have the authority to issue the abovementioned Warrants.


	Section 3 of the Police Ordinance reads:


“The Israel National Police shall engage in the detection and prevention of offences, the capture and prosecution of offenders, the safe guarding of prisoners and the prevalence of public order, peace of mind and the protection of property”.

	We are obviously dealing here with a section of general application, which defines the purpose and goals of the Police. It obviously does not empower the Police with specific authority to issue the said Warrants. If we interpret Section 3 in this way, we would endlessly stretch the boundaries of Police power in a manner unbefitting a democratic regime. Any police force whatsoever, must engage in the detection and prevention of offences, however, the methods that the enforcement authorities are permitted to employ will forever be limited, and must be anchored in legal authority.


	Section 229, found at Part L [Hebrew] of the Penal Code justifies more detailed examination. The section deals specifically with Police authority to take measures against places in which illegal gambling is conducted. The wording of the Section is:


“A. A district chief of the Israel National Police shall be permitted to order the closure of – 
A place of prohibited games or a place for the arrangement of raffles or gambling.
A place used for card games, pinball machines etcetera…”

Section 224 of the Penal Code defines “A place of prohibited games” as:

“Premises that are ordinarily used for the arrangement of prohibited games, whether open to the public or not, whether open to certain persons only, without regard to whether they are used for another purpose as well”

	The question before us is whether Sections 224 & 229 can be interpreted as vesting the Police with the authority to issue the said Warrants? To answer this question we must trace both the literal and purposive interpretation of the legislation.


The Literal Interpretation:

	It is well known that when we wish to interpret a legislative norm, we must first examine the wording of the Act, which draws the framework and boundaries within which we must seek out the meaning of the provision. This is where the journey of legislative interpretation begins – the wording of the Act. It is true that the legal significance will be determined according to the purpose underlying the Act, but we must bear in mind that “The limits of interpretation are the limits of language” (CA 1900/96 Telmaccio v. The Administrator General PDI 53(2) 817, 827 (1999)). It is possible that the letter of the law will be given a broad or narrow interpretation, an ordinary or extraordinary interpretation, but in general there must be a foothold for the purpose in the wording of the Act (FH 40/80 Koenig v. Cohen PDI 36(3) 701, 715 (1982)). Deviating from this principle stems to the root of the matter and does not sit well with acceptable interpretive principles. Only in the linguistic space permittes by the legislative text does the interpretation feed off the purpose of the norm, and where several goals are possible, the Court shall exercise interpretive discretion and determine the appropriate purpose among the different possible purposes (on interpreting law see: AA 963/11 Central District Planning and Construction Committee v. Dan Avi Yithak [published in Nevo] (August 18, 2011); LCA 3899/04 State of Israel v. Shmuel Even Zohar PDI 61(1) 301 (2006); CA 8569/06 Haifa Real Estate Tax Manager v. Albert Abraham Politi [published in Nevo] (May 28, 2008); AA 1621/08 State of Israel v. Ziad Hatib [published in Nevo] (Jan. 30, 2011) (hereinafter: “in Re Ziad Hatib”).


	Thus, before we dig in to the purpose underlying the sections found in Part L of the Penal Code, we must first examine whether the interpretation submitted by the Respondents has any foothold in the language of the Act. If the answer to that question is in the negative, no interpretive question arises to require a purposive examination in accordance with the familiar interpretive process (see: in Re Ziad Hatib, 10)


	Section 229 of the Penal Code sets forth that the District Chief is entitled to order the “closure” of a “place of illegal games”, defined as “premises that are ordinarily used for prohibited games”. The two questions that arise in this context are:


	Does a website fall within the definition of “premises”?


	Does “closure” include blocking access?


	As to the first question the Hebrew word for “premises” is defined in the Even-Shushan dictionary as:


“the possession of a person – his home, field, etc.”

The word “premises” is defined in the Oxford English Dictionary as:

“a house or building, together with its land and outbuildings, occupied by a business or considered in an official context”

	The impression from both definitions – the Hebrew and English – is that the word “premises” relates to a physical and defined place. A house, building, field – all are such places. In accordance with this, Justice Jacob Kedmi (ret.), defined, in his book “On Criminal Law (Hebrew)” (Forth Part) 2283 (2006), the term “premises” in Section 224 of the Penal Code as relating to physical real-estate property (emphasis added):


“The term premises (Hebrew) is, most likely, a translation of the term “premises (English)”, and its meaning is identical with the latter, namely: real estate property in the widest and most encompassing definition of the term; and when discussing specific land – including the land ‘in its surroundings’ that are connected to it. In such circumstances – it would seem that moveable property –chattels, would not fall within the definition… following on the enacted definition of a place of prohibited games and in light of the wording of the prohibition in the final section – it is the widespread view that this speaks exclusively of premises, that is to say land, as opposed to chattels.”

	Moreover, relating to a website as a “place” does not sit well with the manner in which it operates. A website, by definition, is an agglomeration of information and applications, installed on a computer, that connects with many other computers over the internet. When a user “enters a website”, his personal computer contacts another computer (‘the website server’) which is found elsewhere, and asks it for information. The user’s computer has a unique number (IP) and the website server has a unique number (a different IP). The website server transmits the information to the personal computer, which arranges it for reading with the aid of the browser. When “actions” take place on the website, the personal computer asks for new information from the website server, receives it, and arranges it on the personal computer. Information is transmitted between the personal computer and the server, but there is no “place” here at all. Justice Tenenbaum described this well in his article On Metaphors In Computer & Internet Law, Shaarei Mishpat D(2) (2006-5766)) (emphasis added):


“The choice of the Hebrew word “site”, intuitively sparks thought of a geographical site. Perceiving the site as a “place” induces us to say “enter a site”, “exit from a site” and such phrases… all the sites on the internet are connected one to the other and the vulnerability of one harms the other… the internet was created, developed and exists by virtue of all the individuals which support it, assist and care for its integrity. A right and proper public policy must be based on this and assist this trend… a “website” is not a place. In fact, a “site” is nothing more than a computer that holds software that regularly communicates with many other computers”.

	We may therefore conclude that the interpretation suggested by the Respondents, according to which the word “premises” may relate also to a website, has no linguistic basis in the Act’s current formulation. 


	As for the second question, which is whether Section 229 gives the Police the authority to order the Access Providers to block entry to a website – the wording of the section gives the District Chief authority to order closure of a “place”. In this case, the order is directed to a third party – the providers – and instructs them to block access of internet users in Israel to websites. Needless to say, those sites continue to operate.


	The Respondents admit that the Act lacks express authorisation, but in their perception the legislator intended to equip the law enforcement authority with all possible means for combating illegal gambling; thus, “implied authority” for the District Chief to order as he did, may be inferred.


	I cannot accept this argument for two reasons. Firstly, because of the rules of interpretation. Secondly, in light of fundamental principles of administrative law. First of all, as abovementioned, any interpretation whatsoever – be it broadening or narrowing – must have a linguistic foothold in the Act. Section 229 of the Penal code, does not empower, even implicitly, the District Chief to order a third party to block access to places/websites in which gambling takes place. Closure is one thing, blocking access is another. If we draw a parallel with the physical world – closure of a place of gambling is not the same as blocking the road through which people may reach it. There can be no doubt that even a broad approach to the Act cannot vest upon the chief of police, authorities not mentioned in the Act, not even barely.


	Moreover, the action taken does not sit well with administrative law principles. It is a well known rule that all authority must be exercised within the boundaries of the powers vested by the legislator. Once the legislator, as mentioned, failed to articulate that the District Chief has power to block access to websites by ordering the Access Providers to do so, or to block access to places of gambling in general, by assuming that power, the Police have deviated from proper administration rules.


	In summary, the linguistic interpretation does not support the State’s position. That would have been sufficient to determine that the Warrants were issued ultra vires. 


Purposive Interpretation

	However, I find it fitting to examine the State’s assertion that a purposive interpretation of the Penal Code grants the District Chief the said authority, in light of the rule that every Act is interpreted according to its language and purpose. It is well known that the purpose of the norm is derived, within the boundaries of the linguistic space, from a combination of the concrete, subjective intention of the legislator and the objective purpose, which are the goals, values, policies and social functions that the norm seeks to achieve (see: LCA 6845/06 Hapoalim Bank v. Toriel [published in Nevo] (2009); AA 1386/04 National Council For Planning and Construction v. The Naot Non-Profit Association [published in Nevo] (2008)).


Objective Interpretation:

	The current version of the Penal Code was enacted many years before use of the internet began. The District Chief’s power to close down “places of gambling”, is a remnant of British and Ottoman legislation. Obviously, at that time the legislator did not foresee the possibility that in the future gambling will be conducted over the internet. As will be explained below, I believe that it cannot be deduced from the District Chief's power to close down physical sites, that the intention of the legislator was to broaden the Chief's authority, vesting in him the powers of “censorship”, absent clear guidelines in which to exercise such power. 


	The purpose of Section 229 is to diminish the phenomenon of gambling, due to its negative impact on various social values, such as the integrity of the family unit as well as addiction issues. Even if the purpose underlying the Warrants was to achieve the same goals achieved by the closure of physical places, the implications of blocking access to a website are completely different from the closure of a physical place. The former has the potential to infringe on free speech, while the latter, though limiting freedom of occupation, clearly there is no protected right to engage in an illegal occupation. Moreover, blocking access to a website raises technical, political and legal difficulties that are irrelevant when seeking to close down a physical place. Blocking access to websites could accidentally block access to “innocent” sites and harm both those website owners and internet users wishing to surf them, given that a server with the same IP address may host several sites (see: decision of the Court in Pennsylvania that struck down an Act permitting censorship of websites, inter alia, due to the filtering of “innocent” sites – CDT v. Pappert, 337 F.Supp.2d 606 (E.D Penn. 2004)). Additionally, the action could have repercussions on various commitments the State has assumed on the international level, in view of the fear that various trade treaties may be breached (see: Antigua’s action against the US regarding limiting access to gambling sites, heard before the WTO arbitration panel World Trade Organization 30  March 2007 WT/DS285/RW0; see hereinafter – minutes of the meeting of the Knesset's Law, Constitution & Justice Committee, 17th Parliament, 1, (April 11, 2008)). In addition, blocking access to gambling sites takes place with the aid of third parties, the Access Providers, which raises questions as to the Access Providers’ limits of liability, both to the State and to the consumer. As to the manner of actual blocking – what technological means are the Access Providers expected to employ? The more effective the blocking technology, the more expensive it would be, and these costs may be redirected on to all consumers. Too simple a technology may prove ineffective. 


	On the other hand, the closure of a physical place is a local action by its nature, not involving the aid of any third party – and its effectiveness is clear. Thus, making an analogy between the closure of a physical place and the blocking access to a website, does not fit reality.


	In light of all this, a purposive interpretation forces the conclusion that the legislator, considering our legal system and its fundamental principles, did not intend to empower the District Chief with “censorship” authority, on the basis of the narrow and defined power vested in him to order the closure of physical places. Authority to block access to internet content is far reaching – and before it is exercised, it is necessary to weigh various parameters that are irrelevant when closing down a physical place. Section 229 of the Penal Code, in its current formulation, was intended to give the Police a tool to prevent the gambling activity itself, conducted in a physical place, by the closure thereof. The Section cannot be relied upon to vest in the District Chief the authority which the State claims. 


	This interpretation is also required in light of proper judicial policy, according to which for the infringement of free speech on the internet, one must wait for express primary legislative arrangements. As noted, there is a need for thorough public debate in which the various interests be considered and balanced and which will ultimately determine the policy and the tools to implement it. It is necessary, inter alia, for primary legislation to clearly state the circumstances in which the power may be exercised, against which type of sites, which is the proper authority to issue the warrants and what should be the administrative and/or judicial procedure required prior to their issue. It would be appropriate for the legislation to include the required balances in order to guarantee that no disproportionate infringement of free speech takes place. This is the proper path to take and there shall be no  “acrobatic” interpretation in order to give the Police implied authority to infringe on civil rights, in a manner not delineated by the legislator, and without proper judicial review, . 


	These principles have been repeated in case law time and again. In the Supreme Court's decision in LCA 4444/07 Rami More v. Barak ITC [1995] The International Telecommunications Company Ltd. [published in Nevo] (March 25, 2010), the question was whether the Court had the authority to order access providers to reveal the identity of an internet user who, it was suspected, uploaded to the internet an allegedly defamatory publication. The majority ruled that absent specific legislation permitting to grant the judicial order sought, patience must be had until the legislator settles the issue, in the framework of legislation that should balance all considerations. Deputy Chief Justice Rivlin held (emphasis added):


“The requested relief is extraordinary. We are dealing with an attempt, prior to trial, to harness the judicial system and a third party, in order to conduct an investigation that would reveal the identity of a wrongdoer so that a civil suit may be filed against him. This is in fact, one way or another, a pseudo-investigative procedure that the Court is being recruited for, in the setting of preliminary proceedings. This procedure is far from trivial, it involves complex policy issues and requires legislative settling. For the purpose of clarification, our judgement does nothing more than close the door to those who would seek to reveal the identity of wrongdoers on the internet. First of all, when a wrongful act which is also an offence is preformed on the internet, the injured party has the option to file a complaint, which the enforcement authorities are sure to act upon and exercise their legal investigative powers; they, and not the Court. Secondly, we assume and indeed hope that eventually legislation will be adopted that will clearly settle the matter in a detailed fashion, create a clear and detailed framework and provide guidance as to the balance to be struck between the various considerations in the matter.”

Justice Edmond Levy supported the position of Justice Rivlin and stated in his opinion:

“Obliging an internet access provider to reveal the identity of a potential defendant, does not exist in a vacuum… it does not, currently, exist in the civil law rules which codify the ability to file and arbitrate a civil action, in which the parties are a person who is complaining of injury to his reputation, and the person who is claimed to have defamed him. It does not exist in any legal provision which defines the framework for the settlement of a dispute between the plaintiff and the provider… this lack originates, as my friends have pointed out, in the lag of the legislated law behind the technological reality. As is well known, this is not the only issue connected to the internet which requires legislative regularization, which, the sooner it be adopted, the better. However, that regularization necessitates taking account of a wide range of parameters. Its consequences are many and varied and they span a long distance beyond the limits of the question in issue… without belittling the difficulties facing litigants in awaiting the regularization which has yet to come, these issues are inappropriate for initial determination by way of case law. It is the task of the legislator and we assume that it shall lift the gauntlet and act swiftly to complete that which is lacking.”

	A similar interpretive principle guided Justice Heshin (ret.), judging the legality of internet campaigning when acting as chairman of the Elections Commission (Unspecific Action 16/01 Shas v. MK Ophir Pines, PDI 55(3) 159 (2001) (hereinafter: “in Re Shas”)). In that case, the applicability of the Campaigning Act to the internet was in issue. In the version then in force, enacted many years before use of the internet had begun, the Act limited campaigning only on radio and television, not the internet. The petitioner argued that the reason the Act failed to mention the internet was because it failed to foresee the technological advancement – similarly to the State’s claim herein – but it was held that whatever the reason for the omission, that was not reason enough to bring forth authority where such did not exist:


“The question asked is therefore whether it be right, proper and legitimate that we draw an inference from radio and television to the internet and determine that the limits set for the former apply to the latter as well. The argument of the petitioner is also unacceptable to me, for the reasons I shall name presently. First of all, as abovementioned, we should not read into the Act a prohibition or limitation that was not set therein and we found no limitation or prohibition of any kind pertaining to internet campaigning in the Act. The fundamental principle of free speech would also not permit us to draw a prohibitive inference… Finally we should note, and these words are directed to future events: the petition before us raises yet again – and more forcefully at that – the question of the compatibility of the Campaigning Act to our present days. And in fact the compatibility of the entire body of law by which we currently live, to the era of the internet and information. Prohibitions prescribed by the provisions of the Campaigning Act may have been appropriate for the time in which they were enacted, in 1959, but it would seem that, at least some of them – are no longer appropriate to the world in which we live. Indeed, even if the infrastructure which served as a basis for the enactment of the Campaigning Act has altered and new channels of expression have been created, I do not find reason to block the paths of these myself… this is neither the place nor the time for us to develop all these ideas – not even part of them – and we shall conclude by saying that this a task that is most appropriate for the legislator. We hope that the legislator shall indeed perform his dues.”

	The words of the Supreme Court and Justice Heshin (ret.) are suitable in our case as well, even more so. As mentioned, blocking access to gambling sites carries far reaching implications – in infringing free speech, potential injury to third parties (the Access Providers) and also impinging on the principle of the universality of internet use – in light of international treaties. What is required is a regularization that ensures that Warrants be issued in a process which is controlled and supervised. It is possible, for instance, that it be proper to determine that the Courts be the authorised entity to issue such warrants, pursuant to a request from the authorities. The fact that technological progress has preceded the legislator does not justify the Police in assuming power unlawfully, and deciding, on its own, to order the blocking of access to such sites or others.


	Needless to say, that in Re Rami More the legality of an order issued by the courts was in issue, whereas here we are dealing with a Warrant issued by the Police, which the Court never deliberated prior to issue. As abovementioned, the Court held that even the judicial branch lacked the authority to issue an order that infringed free speech on the internet without express statutory power. I do not find it reasonable that the Police should have power to issue the said Warrants, without first passing through the filter of judicial review. 


	Another point worth mentioning is that from reviewing comparative legislation, it is apparent that a majority of the advanced countries have settled the question of internet gambling by means of primary legislation. Thus, for example, the US, in 2006, enacted the Unlawful Internet Gambling Enforcement Act of 2006 Sec 801. The Act prohibited internet gambling and ordered the banks, credit card companies and other financial institutions to block financial transactions between citizens present in the US and gambling sites. It was further prescribed that access providers must block access to illegal gambling sites in the event that they receive the appropriate order. However, a list of conditions was set for the issuance of such an order: A. The order must be issued exclusively by the courts. B. The access providers must be given the right to a hearing. C. No obligation may be imposed upon the access providers to supervise the effectiveness of the access blocking technology, or to initiate the blocking of any sites that offer illegal gambling activity. D. The access providers must be immune to legal action.


	In Australia, the Interactive Gambling Bill 2001 was enacted. It prescribes that the access providers shall block access to illegal gambling sites in the event that they receive an express demand to do so from the authorities. However, it was stated that the access providers are the ones to decide on the type of blocking technology. The Act specifically mentioned that the financial expenses involved are a legitimate consideration. Moreover, the access providers were afforded complete immunity to legal action by consumers due to the blocking of access duly executed. 


	As noted, the Warrants issued by the Police give rise to grave issues. Part L of the Penal Code, in its current version, does not answer these, principally because it was enacted in a different era. It is the legislator’s task to ensure that the appropriate adaptations be made, take stock and consider the entire range of relevant parameters. Proper judicial policy shall not put the courts in the shoes of the legislator and as such it is appropriate that we avoid fulfilling the gap by means of “judicial legislation”.


Subjective Interpretation:

	In order to complete the interpretive process, we shall attempt to also discover the legislator’s subjective-concrete intention. An important secondary tool in the examination of the subjective intention is legislative history, especially where the purpose of the enactment may be derived therefrom reliably (see: HCJ 547/84 Ha’Emek Poultry, Registered Communal Agricultural Association v. Ramat Yishai Local Council PDI 40(1) 113 (1986)).


	A regularization of the district Chief’s  to order access providers to block access to gambling sites was suggested in parliament in the setting of four different legislative proposals. Each sought to vest upon the District Chief express authority to do so, but none materialized into legislation. The Law, Constitution and Justice Committee held an elaborate hearing on one of the Bills by MK Ronit Tirosh. Reading the minutes of that hearing, it is apparent that the Bill (Penal Code Bill (Amendment – Illegal Gaming, Raffles and Gambling on The Internet), 2007-5767 (hereinafter: “The Bill”)) was met by material objections. 


	According to the Bill, to the end of Section 229(a) should be added:


“of an Israeli website, as well as to order the Israeli providers of hosting or internet information transmission services, to block the possibility of access to the site for which a Warrant was issued pursuant to this Act.”

	In the session held on January 14, 2008, grave concerns were raised that the Bill did not contain the requisite balances and could unduly harm the interest of ensuring “the free flow of information” on the Net. The Chairman of the Committee, MK Itzhak Levy, opened the debate on that section of the Bill:


“I understand that the Bill seeks to apply authority to close down websites that facilitate gambling or raffles”.

Later, MK Levy asked Adv. Amit Ashkenazi, the representative of the counsel department of the Israeli Law, Information and Technology Authority in the Ministry of Justice, whether the Ministry had any material objections to the Bill, and this was Adv. Ashkenazi’s reply (emphasis added):

“… I thank you for the question… there is a Government Bill that should be presented to parliament soon on the issue of e-commerce, that contains balances which in our view are the right balances between the function of the person speaking, the content provider, and the function of intermediaries, the service providers. In this matter, the possibility of imposing restrictions on getting throught to content is far reaching… we are in the opinion that there is a question of the scope of powers and circumstances in which this should be done. The way it seems at the moment, this section does not have the requisite balances for the exercise of this type of power… another thing I would like to mention, is that blocking such or other content from overseas could conflict with some or other obligations that the State of Israel has. That point should also affect the boundaries of the power in this context.”

Later, another representative of the Ministry of Justice, Adv. Ravid Dekel, added:

“There are consequences which are much more far reaching, when you order an access service provider to block the service to a site… the possibility of such enforcement, in fact, clearly interfers with treaties and obligations that the State of Israel has on the international level.”

	From these words it is clear that the legislator debated the heart of the proposal to grant a district commander the said authority, but the idea confronted significant objections. In the opinion of several participants of the session, the Bill did not contain the appropriate balances – principally because it gave a district chief too broad an authority, which did not correspond to the character and nature of the internet and because special balances needed to be made that did not appear in the Bill. Those balances certainly do not appear in Part L of the current version of the Act. The fact that the legislator debated the proposal substantively and decided not to enact it, teaches that its subjective intention was not to apply its principles in fact (see: CA 610/93 A. Matza State of Israel v. Yuval Kobby, [published in Nevo] (Feb. 21, 1994)). That having been said, the subjective and concrete intention of the legislator in this matter, teaches us that it sought not to give the District Chief authority to block access to gambling sites pursuant to the latter’s own discretion. 


	The conclusion from all this is that purposive, objective and subjective interpretation leads to the conclusion that Section 229 of the Penal Code does not give the District Chief the power to order the Access Providers to block access to gambling sites. And as long as the law is not amended in this context, such authority cannot be attributed to the District Chief. 


Conclusion:

	My conclusion is that in light of a literal and purposive interpretation of the Penal Code, the District Chief did not have the authority to issue the Warrants which are the subject matter of this Petition. 


	For that reason, the Petition is accepted. The Warrants which are the subject matter of this Petition, ordering the Access Providers to block the gambling sites detailed therein, were issued ultra vires and are thus quashed. Respondents 1-3 shall pay the Petitioner’s costs in the sum of 20,000 NIS. This sum shall bear interest and linkage differentials from the date hereof until actual payment.



The Secretariat shall provide copies of this decision to parties’ counsels.
Delivered this 10th day of Nissan 5772, 2nd April 2012, in the Parties’ absence. 

[Signature in original]

Michal Rubinstein, Deputy President.

