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1 Introduction

Cyber-attacks and many types of digital fraud are almost always risk-free. Whether
targeting government services, financial institutions or corporate assets, an at-
tacker can sit in the comfort and safety of his home and mount one attack after
the other. Protected from identification by the virtual anonymity of the Internet
and from legal proceedings by being in a different jurisdiction or even different
country from the target, the greatest risk for most attackers is that their attack
may fail.

The typical approach to mitigating attacks is identification and prevention.
Operators of IT infrastructure employ various technological and social means
to ensure that the traffic they receive is not malicious. If an attack is detected
then it is blocked. This approach is analogous to locked doors, alarm system and
security cameras in the physical world.

However, in the real world, identification and prevention are complemented
by deterrence. A criminal runs a real risk of being caught by the police and then
prosecuted and penalized by the legal system.

In this paper we suggest a new paradigm for deterring remote IT attackers.
The basic idea is to add a dimension of liability to the interaction between a client
and an IT service. The client and server reach an agreement that regulates the
client behavior, e.g. by demanding no cyber-attacks or fraud attempts against
the server. The client then posts a signed and encrypted digital bond with the
server. As long as the client abides by the agreement, the server can’t decrypt
the bond and receive the associated payment. If the client violates the agreement
then the server obtains the information necessary to decrypt the bond. The server
is unable to impersonate the client and decrypt the digital bond by forging a
cyber-attack or a fraud attempt because the client’s messages are signed by the
client’s private key, which is not known to the server.

The policies which our scheme can implement include any language that can
be accepted by a certain type of cascade automata, which we define in section
2. One example of a possible policy is a regular language that defines all policy
violations. Another interesting example, is a type of anomaly detection, which



we define in section 7. Any signed string that is considered anomalous by this
scheme is sufficient to open the bond.

The scheme requires a trusted party such as a bank in the initial stage to
vouch for the client’s digital bond, otherwise the server cannot be sure that the
encrypted bond indeed contains a check on the agreed amount for the server.

The conditional nature of our scheme makes it attractive for legitimate users.
They do not need to trust the server. The commitment is executed and the users’
digital goods are lost only if the users actively violate a signed agreement, which
is not the aim of the typical law abiding user.

In our setting, there are two main parties, a user and a server. The user
wishes to obtain service from the server, while the server is willing to provide
such service, but wishes to protect itself from receiving certain messages from
the user. Such messages could be cyber-attacks for example.

The scheme we propose, which we call a digital bond scheme, is designed to
satisfy the requirements of both the user and the server. The server defines a
policy which determines all the illegal messages, i.e. those messages that the user
must not send to the server. The user provides the server with a digital bond,
e.g. a cashier’s check, which the server can cash if the user violates the policy.

In such a scheme we need an additional party, which vouches for the digital
bond. If the digital bond is a cashier’s check then this party is a bank. We refer
to this party as a Certificate Authority (CA) and limit its role to signing the
digital bond. It does not take any other part in the scheme.

An obvious problem with the approach we outline is lack of trust between
the user and the server. Since the server does not trust the user not to send
illegal messages there is no reason for the user to trust to trust the server not
to cash cash the bond even without any illegal message. The rest of this work
is concerned with encoding the bond in such a way that the server can use it if
and only if the user first sends a signed illegal message to the server.

The scheme we propose has four different stages, a preliminary stage, a setup
stage, an operational stage and a bond recovery stage. Each stage is described
separately below.

1.1 Discussion on Digital Bonds

Consider the following informal idea for a user U to generate a digital bond that
a service provider SP is willing to accept. The service provider creates a policy
P ′ and a set of acceptable bonds DB. The user creates a commitment C to a
bond B ∈ DB given the policy P ′. U and SP then interact, and if U violates the
policy, by sending a message w, then w itself is a key that allows SP to extract
B from C.

While this idea captures the essence of a digital bond, it assumes that both
the user and the service provider are honest. The service provider can cheat by
providing a policy that U finds unacceptable. If P ′ is a Turing Machine which
accepts all violations of the policy, then it will be computationally infeasible for U
to verify whether P ′ accepts some w′, which U does not believe to be a violation.
Furthermore, there is nothing to stop SP from having the TM accept a word w′



that SP can generate without interaction with U, which directly contradicts the
intuition of having P ′ represent violations of the policy by the user. SP could
also use a set DB that U does not accept, but in this case, since U generates a
bond B ∈ DB, U can always abort the exchange.

On the other hand, a cheating user can commit to B′ 6∈ DB, or provide an
otherwise faulty commitment. Since the commitment cannot be opened without
a policy violation, the service provider will not be aware of the deception until
after a violation has occurred.

All the setup issues can be resolved by a trusted party that generates P ′, DB
and C. However, replacing the trusted party by a protocol proving that each
player acted honestly is complicated by two issues. Proving to U that P ′ is
acceptable requires some notion of what is acceptable to U and furthermore
requires proving non-trivial properties of the language that P ′ accepts, which
may be impossible. We get around this limitation by the following method. Let
P be a Turing machine that accepts only signed policy violations. In more detail,
P accepts a string w = w′||Signsk(w′) if and only if P ′ accepts w′ and Signsk(w′)
is the user’s digital signature on w′, computed with the user’s secret key, sk.
Given a TM P ′ and the user’s public key pk, both parties can generate P . The
digital bond will be committed to P and opened only by a word that P accepts.

With this approach, U is assured that no other party can cause a policy
violation. Furthermore, the user can always avoid causing a policy violation by
testing whether a signed message that it wishes to send is accepted by P .

A second issue caused by removing the trusted party is the interpretation
of the bond B. The service provider determines the set of acceptable bonds by
generating DB. The interests of SP are best served by only accepting bonds
that are of value to both parties. Since U does not necessarily trust SP, it must
not be possible for SP to generate a valid bond B without extracting it from
the commitment C. Assuring SP that the committed bond is in DB, without
revealing information on the bond is possible by a zero-knowledge protocol.

However, in most real-world cases when a bond is used, it is signed by a
trusted party, such as a bank, standing surety for the execution of the bond. Our
solution would work just as well if the user signs the bond itself, but then if it
fails to execute the bond once it is extracted, a real-world service provider would
still be required to enter legal proceedings, which we wish to avoid. Furthermore,
in a real setting, the user’s signing key would have to be verified by a trusted
party.

We reflect this approach by a notion of a notarized digital bond. In this
model, the bond B is signed by a trusted party, which we refer to as a Notary.
The only role of this party is to ensure that the bond is real and will be executed
in the real-world. It does not have any other impact on our protocol.

2 Model and Definitions

Notation 1 There are three entities in the following protocol: a Service Provider
SP, a User U and a Notary Nt.



In legal parlance, the Service Provider is called the Obligee and the user is called
the Principal.

Definition 1. Given a Turing Machine P ′ let LP ′ be the language that P ′ ac-
cepts. A policy violation of P ′ is any word w ∈ LP ′ . Let (Gen,Sign,Vrfy) be a
signature scheme. Let P be a Turing machine that accepts w = (w′,Signsk(w′)) if
and only if w′ ∈ LP ′ and Vrfypk(w′,Signsk(w′)) = 1, where the key pair (sk, pk)
was created by Gen. We say that any word w ∈ LP is a signed policy violation
of P ′.

Definition 2. A Digital Bond, DB = (Setup,Com,Prove,Verify,Rec) is a tuple
of five polynomial time algorithms executed by a user U and a service provider
SP. The algorithms have the following syntax:

Setup(1κ, pk, P ′, B) is a deterministic algorithm that both parties execute. The
algorithm is hard-coded with a signature algorithm (Gen,Sign,Vrfy) and re-
ceives as input a security parameter κ ∈ N, the user’s public signing key
pk ∈ {0, 1}∗, a TM P ′ defining policy violations and a TM B defining legit-
imate bonds. Setup returns as output a Turing Machine, P that accepts the
language of signed policy violations of P ′.

Com(P, b) is a PPT algorithm that U executes. The algorithm receives as input
the TM P and a bond b. Com returns a commitment, C = C(b) ∈ {0, 1}∗.

Prove(C, b,B) is executed by U and may be a probabilistic interactive protocol.
Verify(C,B) is executed by SP, returns accept or reject and may be a proba-

bilistic interactive protocol.
Rec(w,C) is given a commitment C and a word w ∈ {0, 1}∗ and returns b′ ∈
{0, 1}∗ as its output.

The algorithms must satisfy the following properties:

Correctness: For all κ ∈ N, pk ∈ {0, 1}∗ and every two Turing machines P ′, B if
(P ← Setup(1κ, pk, P ′, B), C ← Com(P, b) and Verify(C,B) returns accept
after interacting with Prove(C, b,B) then b = b′ ← Rec(w,C) for every
w ∈ LP .

Soundness: For every constant c > 0, for all sufficiently large κ ∈ N, all pk ∈
{0, 1}∗ and every pair of Turing machines P ′, B, if MP ← Setup(1κ, pk, P ′, B)
and C ← Com(P, b), where b is not accepted by B then after the interaction
of Prove(C, b,B) and Verify(C,B), we have that Pr[Verify(C,B) = accept] <
1
κc .

Secrecy: For every constant c > 0, for all sufficiently large κ ∈ N, all pk ∈
{0, 1}∗, every two Turing machines P ′, B and for every PPT algorithm
A, if MP ← Setup(1κ, pk, P ′, B) and Verify(C,B) returns accept after the
interaction of Prove(C, b,B) and Verify(C,B) then for every b0, b1 ∈ LB,
such that |b0| = |b1| and for a randomly chosen bit β ∈ {0, 1} such that
Cβ = C(bβ)← Com(P, bβ) we have that

Pr[A(b0, b1, Cβ) = β] ≤ 1

2
+

1

κc
.



A digital bond in Definition 2 is a protocol between two parties, a user and
a service provider. An implicit assumption in this definition is that a bond b
can only be generated by the user, otherwise the service provider can obtain it
without a policy violation. However, once a service provider obtains a bond it has
a certain value. In many practical scenarios, e.g. when the bond is a financial
instrument, the bond has value only if a trusted party vouches for it. In the
following definition, we define a variant of a digital bond in which a mutually
trusted party guarantees the bond.

Definition 3. Let the user U, the Service Provider SP and the Notary Nt be
three users, let (Gen,Sign,Vrfy) be a digital signature scheme and let (skNt, pkNt)←
Gen(1κ) be the Notary’s key pair. We say that a tuple DB = (Setup,Com,Prove,
Verify,Rec) is a notarized digital bond if it is a digital bond, Setup is hard-
coded with pkNt and the Turing machine B accepts a word b if and only if
b = (b′,SignskNt

(b′)) and b′ ∈ LB′ for some TM B′

A major tool we use to implement digital bonds is the following notion of
Language Defined Encryption (LDE).

Definition 4. A Language Defined Encryption scheme for a family of languages
L is three PPT algorithms (Keygen,Enc,Dec) with the following syntax.

Keygen(1κ,M). The key generation algorithm takes as input a security parame-
ter κ and a Turing machine M that accepts a language L ∈ L. The algorithm
outputs a pair of public and intermediate keys (PK, IK).

Enc(PK,m). The encryption algorithm takes as input the public key PK and
a message m. It outputs a ciphertext CT .

Dec(IK,w,CT ). The decryption algorithm takes as input an intermediate key
IK, a word w ∈ {0, 1}∗ and a ciphertext CT . The algorithm attempts to
decrypt and outputs a message m if successful. Otherwise, it outputs a special
symbol ⊥.

The algorithms must satisfy the following properties:

Correctness: For all κ and every language L ∈ L, if (PK, IK)← Keygen(1κ,M)
then for every message m if CT ← Enc(PK,m) then m ← Dec(IK,CT,w)
for every w ∈ L.

Secrecy: The following game based security definition for LDE must be satisfied.
Setup The challenger computes (PK, IK) ← Keygen(1κ,M) and provides

(PK, IK) to the adversary.
Challenge: The adversary submits two equal length messages m0 and m1.

The challenger chooses a random bit β ∈ {0, 1} and computes Enc(PK,mb)→
CT ∗. The challenge ciphertext CT ∗ is given to the adversary.

Guess: The adversary outputs a guess β′ ∈ {0, 1}.
The advantage of an adversary A in this game is defined as |Pr[β′ = β]− 1

2 |.
A Language Defined Encryption scheme is secure if all PPT adversaries have
advantage less than κ−c in the above game, for any constant c > 0.



2.1 Finite Automata

A standard Deterministic Finite Automata (DFA) has a set of states, Q, an
input alphabet, Σ and a transition function and a transition function We use
Mealy’s formalism [7] for an extension of a DFA in which each transition outputs
a symbol. We then define a Cascaded Mealy Machine based Automata, which is
a sequence of Mealy machines in which the output of every MMA is the input
to the next MMA in the sequence.

Notation 2 Let [1, n] denote the set {1, . . . , n} for n ∈ N. In state diagrams
for finite automata we use Mealy machine state diagram conventions; each edge
is labeled with j|k where j is the input and k is the output. Let [ be a special
character, [ 6∈ Σ.

q q′
j|k

Fig. 1. Each edge is labeled with j|k where j is the input and k is the output

Definition 5. A Mealy Machine based Automata (MMA) A = Q,Σ, δ, q0, F ) is
a 5-tuple in which Q is a finite set of states, Σ is a finite set of symbols called
the input and output alphabet and δ : Q×Σ → Q×Σ is a transition and output
function. The distinguished state q0 ∈ Q is called the start state and F ⊆ Q is a
set of accepting states. We say that a A accepts a string w = (w1, . . . , w`) ∈ Σ∗
if there exists a sequence of states r0, . . . , r` ∈ Q s.t.

1. r0 = q0.
2. δ(ri, wi) = (ri+1, ϕi), for i ∈ [0, `− 1].
3. r` ∈ F .

Notation 3 Given an MMA A = Q,Σ, δ, q0, F ) we say that TA is the set of tran-

sitions of A and define it by TA
4
= {t = (x, y, σ, ϕ)|x, y ∈ Q, σ, ϕ ∈ Σ, δ(x, σ) =

(y, ϕ)}.

In the following definition of CMMA, the set of states, the subset of accepting
states and the initial states are all Cartesian products of the appropriate states
in the component MMAs. The transition function links the input and output of
the MMAs.

Definition 6. A Cascade Mealy Machine based Automata (CMMA), CA, over
a sequence of n MMAs A1, . . . , An s.t. (Aj = (Qj , Σ, δj , q0j , Fj)) is a 5-tuple
(Q,Σ, δ, q0, F ) in which Q = Q1 × . . .×Qn, Σ is the input and output alphabet
of all component MMAs and the transition (and output) function δ : Q × Σ →



Q × Σ is defined by δ(x, σ) = (y, ϕn) where x = (x1, . . . , xn) ∈ Q, σ ∈ Σ,
y = (y1, . . . , yn) ∈ Q and ϕn ∈ Σ, such that

σ1 = σ and δi(xi, σi) = (yi, ϕi) where ϕi = σi+1,

for every i ∈ [1, n− 1]. The distinguished start state is q0 = q01, . . . , q0n and the
set of accepting states is F = F1×, . . . ,×Fn. We say that a ECMMA CA accepts
a string w = (w1, . . . , w`) ∈ Σ∗ if there exists a sequence of states r0, . . . , r` ∈ Q
s.t.

1. r0 = q0.
2. δ(ri, wi) = (ri+1, ϕi), for i ∈ [0, `− 1].
3. r` ∈ F .

Fig 2 illustrates the i’th transition of a CMMA.

qi1A1 automaton: qi+11

ECMMA input σ=σi1|ϕi1

qijAj automaton: qi+1j

σij |ϕij

qij+1Aj+1 automaton: qi+1j+1

σij+1 = ϕij |ϕij+1

qinAn automaton: qi+1n

σin|ϕin

...

...

Fig. 2. Outputs of Aj are inputs of Aj+1.

Let CA be a CMMA over the sequence (A1, . . . , An) of MMAs. A natural
implementation using the representation of CA as n MMAs leads to storage that
is the sum of the storage requirements for every Aj , j ∈ [1, n]. However, each
transition in CA requires n MMA transitions, one in each component. A different
approach is to explicitly represent Q as Πn

j=1|Qj |. In such an implementation,
each transition requires O(1) time but the required storage is exponential in n.

The following definition of ECMMA expands the CMMA definition so it
supports loops and feedback input. The transition function links the input and
output of the MMAs. In addition, he transition function of the first MMA takes
into consideration the output of the last MMA (feedback).



Definition 7. An Expanded Cascade Mealy Machine based Automata (ECMMA),
ECA, over a sequence of n MMAs A1, . . . , An s.t. (A1 = (Q1, Σ×Σ, δ1, q01, F1), ∀j >
1 Aj = (Qj , Σ, δj , q0j , Fj)) is a 5-tuple (Q,Σ, δ, q0, F ) in which Q = Q1 × . . .×
Qn, Σ ×Σ is the input alphabet for the first component MMA, Σ is the output
alphabet for the first component MMA and the input and output alphabet of all
other component MMAs and the transition (and output) function δ : Q×Σ×Σ →
Q×Σ is defined by δ(x, σ, σ′) = (y, ϕn) where x = (x1, . . . , xn) ∈ Q, σ, σ′ ∈ Σ,
y = (y1, . . . , yn) ∈ Q and ϕn ∈ Σ, such that

σ1 = σ σ′1 = σ1

δ1(x1, σ1, σ
′
1) = (y1, ϕ1)

∀i ∈ [2, n] δi(xi, σi) = (yi, ϕi) where σi = ϕi−1

The distinguished start state is q0 = q01, . . . , q0n and the set of accepting states
is F = F1×, . . . ,×Fn. We say that a ECMMA ECA accepts the input w =
(w1, . . . , w`), w

′ = (w′1, . . . , w
′
`) ∈ Σ∗ × Σ∗ if there exists a sequence of states

r0, . . . , r` ∈ Q s.t.

1. r0 = q0.
2. for i ∈ [0, `− 1] δ(ri, wi, w

′
i) = (ri+1, ϕi), s.t for i ∈ [0, `− 2] w′i+1 = ϕi.

3. r` ∈ F .

In our ECMMAs w′1 and ϕ`−1 are insignificant in the sense that at the first
transition the feedback w′1 is ignored and at the last transition the output ϕ`−1
is not used in further steps. Since ∀i > 1 w′i is defined by the transition function
we will use only w as the input for our ECMMAs.

2.2 Functional Encryption for ECMMA

In this section we define a functional Encryption scheme for languages that
are accepted by a ECMMA. There are two known ways to define the security of
functional encryption cryptography scheme against (adaptive) adversary namely:
game based and simulation based. Boneh et al. [3] showed that in some cases
game based security is insufficient. Even though we define the security of our
system in terms of game based security, our system’s functionality is of the type
of predicate encryption system with public index which in this case simulation
based and game based security are equivalent [3].

In our system, a ciphertext CT encrypts a message m and is associated with
string w of arbitrary length. A secret key SK is associated with a ECMMA,
ECA. A user is able to decrypt the ciphertext CT iff the ECMMA, ECA,
associated with the user’s private key, SK, accepts the string w. We use the ter-
minology of [3] to define the system. By this terminology we devise a predicate
encryption scheme with public index, since the string w is not hidden. The sys-
tem consists of four algorithms: Setup, Encrypt, KeyGen and Decrypt described
as follows:



Setup(1κ, Σ). The setup algorithm takes as input a security parameter κ and
a description of a finite alphabet Σ. The alphabet is shared across the entire
system. The algorithm outputs the public parameters PP and a master key
MSK.

Encrypt(PP,w,m). The encryption algorithm takes as input the public param-
eters PP , an arbitrary length string w ∈ Σ∗ and a message m. It outputs a
ciphertext CT .

Key Generation(MSK,ECA). The key generation algorithm takes as input the
master key MSK and a ECMMA description ECA = (A1, . . . , An). The de-
scription does not include the alphabet Σ since it is already determined by the
setup algorithm.

Decrypt(SK,CT ). The decryption algorithm takes as input a secret key SK
and ciphertext CT . The algorithm attempts to decrypt and outputs a message
m if successful. Otherwise, it outputs a special symbol ⊥.

The scheme must satisfy the following correctness and security requirements.
Correctness. For any messagem, string w and ECMMA ECA s.t.Accept(ECA,w),
If Setup→ (PP,MSK), Encrypt(PP,w,m)→ CT andKeyGen(MSK,ECA)→
SK, then Decrypt(SK,CT ) = m.

Security. We describe a game based security definition for ECMMA-Based
Functional Encryption.

setup: The challenger runs the setup algorithm, gives the public parameters,
PP to the adversary and keeps the master secret key, MSK.

Phase 1: The adversary makes a polynomial number of private key queries
for ECMMA of its choice. For any request ECA, the challenger returns SK =
KeyGen(MSK,ECA).

Challenge: The adversary submits two equal length messages m0 and m1. In
addition, the adversary gives a challenge string w∗ such that for all ECA re-
quested in Phase 1, Reject(ECA,w∗). then, the challenger flips a coin b ∈ {0, 1}
and computes Encrypt(PP,w∗,mb) → CT ∗. The challenge ciphertext CT ∗ is
given to the adversary.

Phase 2: Phase 1 is repeated with the restriction that for all ECA requested
Reject(ECA,w∗).

Guess: The adversary outputs a guess b′ ∈ {0, 1}.

The advantage of an adversary A in this game is defined as |Pr[b′ = b] − 1
2 |.

A ECMMA-based Functional Encryption system is secure if all PPT adversaries
have advantage less than κ−c in the above game, for any constant c > 0.

In our security proof we use a weaker security model known as selective
security. In this model we add an Init stage at the beginning of the game where
the attacker must declare up front what the challenge string w∗ and the alphabet
Σ will be, before seeing the public parameters.



2.3 Threshold-` − BDHE Assumption

We extend Waters’ [12] decision `-Expanded Bilinear Diffie-Hellman Exponent
problem. Our extended problem is defined as follows. Let G,GT be two groups of
prime order p > 2κ for a security parameter κ. Choose random a, b1, b

′,c0, . . . , c`+1, d ∈
Z∗p, a random g ∈ G and set b = b1 + b′. Suppose an adversary is given X =

gb

g, ga, gab1/d, gab
′/d, gb1/d, gb

′/d

∀i∈[0,2`+1],i6=`+1,e∈[0,`+1] g
ais, ga

ib1s/ce

∀i∈[0,2`+1],e∈[0,`+1] g
aib′s/ce , ga

ib1d/ce , ga
ib′d/ce

∀i∈[0,`+1] g
aib1/ci , ga

ib′/ci , gci , ga
id, gab1ci/d, gab

′ci/d, gb1ci/d, gb
′ci/d

∀i,e∈[0,`+1],i6=e g
aib1ce/ci , ga

ib′ce/ci

then it must be hard to distinguish e(g, g)a
`+1bs ∈ GT from a random element

in GT .
We say that an algorithm B that outputs z ∈ 0, 1 has advantage ε in solving

the threshold- `−BDHE problem in G if∣∣∣Pr[B(X,T = e(g, g)a
`+1bs) = 1

]
− Pr

[
B(X,T = R) = 1

]∣∣∣ ≥ ε.
Definition 8. We say that the Threshold `-BDHE assumption holds if no poly-
time algorithm has advantage κ−c in solving the problem for some c > 0.

We show in section 6.1 that the threshold Expanded `−BDHE Assumption
is generically secure using the result of Boneh et. al [2] on generic bilinear groups.

3 Scheme

3.1 Introduction to our scheme

In this section we present a digital bond implementation that is secure against
malicious adversaries.

The flow Our scheme describes the protocols between the parties. Informally
the flow is as follows. The service provider publishes its access policy. A user
who wishes to use the service, sends its public signature key to the server and
the server uses it to run the setup algorithm. Then the user creates a digital
bond according to the policy and goes to the notary who provides signed shares
from which the digital bond can be recovered. The user then encrypts the signed
shares using a special encryption scheme and then convinces the server that
the encrypted shares are formed correctly using cut and choose technique. Once
this initial step ends, the user communicates with the server by signing all the



messages it sends using a regular digital signature scheme. For every message the
server receives it verifies the signature and if the signature is valid the content
may be passed P ′. We note that we only need to run the heavy P ′ that recovers
the digital bond (by decrypting the last required share) in case the signature was
valid and P ′ accepted. Again, it is expected that this would be a rare event as
the user would like to avoid the penalty associated with recovering of the digital
bond.

Notary Signature The Notary Nt is an honest party that aids the protocol by
both validating the bond and signing the bond in a way that later enables the
user to convince the service provider that a given ciphertext is a valid encryption
of the signed bond. In our scheme validating the bond means that the notary
would add a description to the message he signs describing the content of it - for
example, say that the bond is a cashier check for a certain sum. This is important
data that needs to be part of the message that the user would give to the service
provider. Since this information only describes what is inside the bond it does
not allow a malicious service provider to use the bond without knowing w ∈ LP ′ ,
but it does give critical assurance that is generally difficult (or even impossible)
to achieve using only cryptographic means. Once the notary verified the bond
he signs it, but he does so in a special way. The reason we need this special type
of signature is because the user is going to present an encrypted version of it to
the service provider and would need to convince him that it is indeed a valid
encryption of the bond.

The way the notary is going to sign the bond is by first splitting the bond
into shares using a secret sharing scheme (e.g. Shamir’s secret sharing scheme
[11]). Then the notary signs each of these shares along with metadata describing
the content of the bond and other important parameters such as the threshold
parameters of the secret sharing scheme, signature time, etc. In addition the
notary would sign the metadata as a stand-alone that would later be given to
the service provider in the clear.

NSig(b, (ρ, ϕ), sk) :

– Given a digital bond b use (ρ, ϕ)−Shamir secret-sharing scheme to split b
into ϕ shares, s.t. b can be recovered from any any ρ shares.

– Create a metadata block MBK containing: description of the content of the
bond and (ρ, ϕ)

– Create ϕ blocks SigBlocki = sharei||MBK.
– Return Signsk (MBK), Signsk(SigBlock1), . . . , Signsk(SigBlockϕ)

4 ECMMA-based Functional Encryption scheme
Construction

4.1 Intuition

Our scheme extends the work of Waters [12], which presented a system of func-
tional encryption for regular languages. In this system a secret key is associated



with a deterministic finite automaton (DFA) A. A ciphertext CT encrypts a
message m and is associated with an arbitrary length string w. A user is able to
decrypt the ciphertext CT if and only if the DFA A associated with his private
key accepts the string w.

As we showed in section 2, an ECMMA ECA over a sequence (A1, . . . , An)
of MMAs can be implemented as an MMA A′ by defining the set of states of A′

as the product of the states of Aj ∀j ∈ [1, n] and explicitly storing each such
state. Theoretically this makes it possible to apply functional encryption using
Waters’ scheme on every ECMMA by converting it to an MMA and ignoring the
output (which leaves us with a DFA). However, the algorithms in [12] depend on
the size of the DFA which in this case grows exponentially with each n resulting
in an infeasible scheme.

A different approach would be to use Waters’ system for each of the MMAs
Aj independently. In this scheme, the encryption algorithm divides m into n
shares. Each share is associated with an MMA. By applying Waters’ system on
each MMA separately, the decryption algorithm retrieve the shares and recon-
structs m. However, with this approach, during the decryption algorithm, it is
impossible to assert that the outputs of Aj are indeed the inputs for Aj+1. There-
fore, an attacker who has two keys associated with ECA1 and ECA2 such that
ECA1 includes A1, . . . , Aj and ECA2 includes Aj+1,...,An is be able to decrypt
a message, even though the word w is not accepted by either of its ECMMAs.

In Waters’ system, when encrypting a ciphertext for a string w of ` symbols,
the encrypting algorithm chooses ` + 1 random exponents s0, s1, . . . , s` ∈ Zp
where p is the order of the group. A private key associated with an automaton
A = (Q,Σ, δ, q0, F ) has |Q| random group elements, D0, . . . , D|Q|−1, from a
bilinear group G, where Dx is associated with state qx. Suppose a decryption
algorithm is applied to decrypt a ciphertext associated with string w with a secret
key SK for automaton A. Throughout the process of decryption the algorithm
can only compute e(g,Dx)si if A is in state qx after reading i symbols of w. We
can think of this as chaining between the state qx that A lands on after reading
i symbols of w and the computed value e(g,Dx)si .

In our solution we add another level of chaining: the assertion that the out-
puts of Aj are used as the inputs of Aj+1 for each MMA. In each transition of
the MMA Aj+1 with input of ϕ we use a random value R′ to blind the value
e(g,Dx)si by computing R′ · e(g,Dx)si . In each transition of the MMA Aj with
output of ϕ we blind the e(g,Dx)si value by computing (R′)−1 · e(g,Dx)si . Val-
ues corresponding to inputs are reciprocals of values corresponding to outputs.
Hence, multiplying decrypted values from consecutive MMAs will get rid of these
blinding values iff the output-input property is satisfied.

Efficiency. We now give an overview of the time / space complexity of our
scheme. Given a messagem, string w, and ECMMA ECA such thatAccept(ECA,w).
If Encrypt(PP,w,m)→ CT and KeyGen(MSK,CA)→ SK where PP,MSK
were generated from a call to Setup algorithm, where |w| is the length of the
string associated with the cypher-text, |Fj | is the number of accept states of the
j′th MMA, Aj , |Tj | is the number of transitions (x, y, σ, ϕ) in Aj and |T ′j | is



the number of transitions in Aj+1 (x′, y′, σ′, ϕ′) s.t ϕ = σ′. The public param-
eters contain 6 + |Σ| group elements . The cypher-text contains 5 + 3|w| group
elements. The encryption operation requires takes 5 + 4|w| exponentiations. A

private key contains
n∑
j=1

[2 + 2|Fj |+ |Tj | ∗ (2 + |T ′j |)] group elements. A successful

decryption itself requires n ∗ (4 + 3|w|) bilinear pairing operations.

4.2 Algorithms

Setup(1κ, n,Σ). The setup algorithm takes as input the security parameter κ,
the number of automata, n and alphabet Σ. It first chooses a prime p > 2κ

and creates a bilinear group G of prime order p. It then chooses random group
elements g ∈ G and for every j ∈ [1, n] it chooses randomly and indepen-
dently hstartj , hendj , zj , Hj ∈ G. In addition, for every σ ∈ Σ it chooses random
hσ ∈ G. Finally, an exponent α ∈ Zp is randomly chosen. The public param-
eters PP are the description of the group G and the alphabet Σ along with
: e(g, g)α, g, ∀j ∈ [1, n] hstartj , hendj , zj , Hj ,∀σ∈Σ hσ. The Master Secret Key
MSK is α along with the public parameters.

Encrypt(PP,w = (w1, . . . , w`),m). The encryption algorithm takes as input the
public parameters PP, an arbitrary length string w ∈ Σ∗, and a message m ∈ G.
The encryption algorithm chooses `+ 1 random numbers s0, . . . , s` ∈ Zp.
First, it sets:

Cm = m · e(g, g)α·s`

Cstart1 = C0,1 = gs0 , ∀j ∈ [1, n] Cstart2j = (hstartj)
s0

Then, for i = 1 to ` it sets:

Ci,1 = gsi , Ci,2 = (hwi)
si(z1)si−1 , ∀j ∈ [2, n] Ci,3j = (Hj)

si(zj)
si−1

Finally, it sets:

Cend1 = C`,1 = gs` , ∀j ∈ [1, n] Cend2j = (hendj)
s`

The output ciphertext is:

CT =
(
w,Cm, Cstart1,∀j ∈ [1, n] Cstart2j ,∀i ∈ [1, `] (Ci,1, Ci,2,∀j ∈ [2, n] Ci,3j),

Cend1,∀j ∈ [2, n] Cend2j

)
KeyGen(MSK,CA = (A1, . . . , An)). The key generation algorithm takes as in-
put the master secret key and the description of a ECMMA, CA. For each MMA
Aj ∈ CA the description of Aj includes a set Qj of states q0j , . . . , q|Qj |−1j and

a set of transitions Tj where each transition tj ∈ Tj is a 4-tuple (xj , yj , σ, ϕ) ∈
Qj × Qj × Σ × Σ. In addition, q0j is designated as a unique start state and



Fj ⊆ Qj is the set of accept states.

For each MMA Aj the algorithm:

1. Chooses a random element rstartj ∈ Zp, |Qj | random group elements
D0j , . . . , D|Qj |−1j ∈ G where Dij is associated with the state qij and random

elements rtj ∈ Zp and Rtj ∈ G for every tj = (xj , yj , σ, ϕ) ∈ Tj . Then, it
sets:

j = 1 Kstart11 = {D01(hstart1)rstart1Rt1|∀t1 = (x1, y1, σ, ϕ) where x1 = q01}
∀j ∈ [2, n] Kstart1j = D0j(hstartj)

rstartj

∀j Kstart2j = grstartj

2. For every tj = (xj , yj , σ, ϕ) ∈ Tj the algorithm sets Ktj ,1,Ktj ,2,Ktjt′ . Let
T ′j+1 denote the set of all transitions in Aj+1 that can be initiated by the
transition tj in Aj in a cyclic manner. Formally, ∀j ∈ [1, n−1] T ′j+1 = {tj+1 =
(xj+1, yj+1, σ

′, ϕ′) ∈ Tj+1|ϕ = σ′}, for j = n T ′j+1 = {t1 = (x1, y1, σ
′, ϕ′) ∈

T1|ϕ = σ′}. The second element, Ktj ,2, is set in the same way for all MMAs,
A1, . . . , An:

Ktj ,2 = grtj

The first element, Ktj ,1, has two different versions, one for A1 and a second
one for A2, . . . , An:

j = 1 Kt1,1 = (Dx1)
−1
z1
rt1Rt1

−1

∀j ∈ [2, n] Ktj ,1 = (Dxj)
−1
zj
rtj

The third element, Ktjt′ , also has two different versions, one for A1 and a
second one for A2, . . . , An. KeyGen computes Ktjt′ as follows:

j = 1 Kt1t′ = {Dy1(hσ)rt1Rt2|∀t2 ∈ T ′2}
∀j ∈ [2, n] Ktjt′ = {Dyj(Hj)

rtjRtj
−1Rtj+1|∀tj+1 ∈ T ′j+1}

3. The algorithm chooses n− 1 random exponents αj ∈ Zp for j = 1, . . . , n− 1

and sets αn = α−
n−1∑
u=1

αu. Then the algorithm chooses random rendx j ∈ Zp,

for all j = 1, . . . , n and all qxj ∈ Fj .

Finally, ∀qxj ∈ Fj the algorithm sets:

∀j ∈ [1, n− 1] Kendx,1j = g−αj ·Dxj(hendj)
rendxj

j = n Kendx,1n = {g−αn ·Dxn(hendn)rendxnRt
−1
1 |∀t1 ∈ T ′n+1

for each tn = (xn, yn, σ, ϕ) where yn = qxn}
∀j Kendx,2j = grendxj



The output secret key is:

SK =
(
CA,∀j ∈ [1, n]

[
Kstart1j ,Kstart2j ,∀tj ∈ Tj (Ktj ,1,Ktj ,2,Ktjt′),

∀qxj ∈ Fj (Kendx,1j ,Kendx,2j)
])

Decrypt(SK,CT ). Let SK = KeyGen(MSK,CA) for some ECMMA, ECA,
such that Accept(ECA,w) and let CT = Encrypt(PP,w,m). Then, for every
Aj and for all i = 1, . . . , ` there exists a sequence of `+1 states r0j , . . . , r`j ∈ Qj ,
r0j = q0j , and ` transitions t1j , . . . , t`j ∈ Tj such that tij = (rij , ri+1j , wij , wij+1) ∈
Tj where wi1 = wi, the outputs of the last MMA used as feedback for the first
MMA and r`j ∈ Fj .

1. Let K ′start11 be the single element from Kstart11 which corresponds to the
transition t11. The algorithm first computes:

B01 = e(Cstart1,K
′
start11) · e(Cstart21,Kstart21)−1 = e(g,D01)s0e(g,Rt01)s0

∀j ∈ [2, n] B0j = e(Cstart1,Kstart1j) · e(Cstart2j ,Kstart2j)
−1 = e(g,D0j)

s0

2. Then, for i = 1 to ` the algorithm iteratively computes:
(a) Let Kti j be the single element from Ktjt′ where t = tij and t′ = tij+1.
(b) For the first MMA A1:

Bi1 = Bi−11 · e(C(i−1),1,Kti,11) · e(Ci,2,Kti,21)−1 · e(Ci,1,Kti1)

(c) For all other MMAs A2, . . . , An:

Bij = Bi−1j · e(C(i−1),1,Kti,1j) · e(Ci,3j ,Kti,2j)
−1 · e(Ci,1,Kti j)

3. Then, the algorithm computes:

B` =

n∏
j=1

B`j = e(g,Rt`1)s`
n∏
j=1

e(g,Dr` j)
s`

4. Let K ′endx,1n be the single element from Kendx,1n which corresponds to the
transition t`n. Finally, the algorithm computes:

Bend = B` · e(Cend1,K ′endx,1n)−1 · e(Cend2n,Kendx,2n) ·
n∏
j=2

[
e(Cend1,Kendx,1j)

−1 · e(Cend2j ,Kendx,2j)
]

= e(g, g)αs`

Which can be used to retrieve the message m from Cm.

Lemma 1. Let m ∈ Zp, w ∈ {0, 1}∗, ECA be a ECMMA with n MMAs such that
Accept(ECA,w) and let κ ∈ N be a security parameter. If Encrypt(PP,w,m)→
CT and KeyGen(MSK,ECA)→ SK where Setup(1κ, n,Σ)→ PP,MSK then
Decrypt(SK,CT ) = m.



Proof. Since Accept(CA,w), for every Aj there exists a sequence of `+ 1 states
r0j , . . . , r`j ∈ Qj and ` transitions t1j , . . . , t`j ∈ Tj where r0j = q0j and for
i = 0, . . . , ` − 1 we have tij = (rij , ri+1j , wij , wij+1) ∈ Tj where wi1 = wi, the
outputs of the last MMA used as feedback for the first MMA and r`j ∈ Fj .

In the first step of the algorithm, let K ′start11 be the single element from
Kstart11 which corresponds to the transition t11. We have

j = 1 B01 = e(Cstart1,K
′
start11) · e(Cstart21,Kstart21)−1

=
e(gs0 , D0j(hstartj)

rstartjRt11)

e((hstartj)
s0 , grstartj )

= e(g,D01)s0e(g,Rt11)s0

∀j ∈ [2, n] B0j = e(Cstart1,Kstart1j) · e(Cstart2j ,Kstart2j)
−1

=
e(gs0 , D0j(hstartj)

rstartj )

e((hstartj)
s0 , grstartj )

= e(g,D0j)
s0

For i = 1 to ` the first MMA in CA receives the input w1, . . . , w`. We prove

by induction on i = 0, . . . , ` that Bi1 = e(g,Dri1)si · e(g,Rt12
)s1 ...e(g,Rti2)

si

e(g,Rt21
)s1 ...e(g,Rti1)

si−1 .

The base case of the induction, i = 0 follows from the previous argument that
B01 = e(g,D01)s0e(g,Rt11)s0 . Let Kti1 be the single element from Kt1t′ where
t = ti1 and t′ = ti2. Assuming that the hypothesis is satisfied for i−1, and since
σi = wi, the decryption algorithm computes:

Bi1 = Bi−11 · e(C(i−1),1,Kti,11) · e(Ci,2,Kti,21)−1 · e(Ci,1,Kti1)

= Bi−11 · e(g
si−1 , (Dri−11

)
−1
z1
rti1Rti1

−1) ·
e(gsi , Dri1(hσi)

rti1Rti2)

e((hwi)
sizsi−1 , grti1)

= e(g,Dri1)si ·
e(g,Rt12)s1 . . . e(g,Rti2)si

e(g,Rt21)s1 . . . e(g,Rti1)si−1

The value ofBi1 includes a product of all the e(g,Rti2)si values for transitions
that were initiated in the second MMA by the outputs that the first MMA
generates. All the MMAs A2, . . . , An both receive an input from a previous MMA
and generate an output, which is used as input by the next MMA. Therefore,
we prove by induction that

Bij = e(g,Dri j)
si ·

e(g,Rt1 j+1)s1 . . . e(g,Rti j+1)si

e(g,Rt1 j)
s1 . . . e(g,Rti j)

si

for all j = 2, . . . , n and all i = 0, . . . , `. The base case of the induction follows
from the fact that B0j · e(g,D0j)

s0 . Let Kti j be the single element from Ktjt′

where t = tij and t′ = tij+1. Assuming that hypothesis is satisfied for i− 1 the



algorithm computes:

Bij = Bi−1j · e(C(i−1),1,Kti,1j) · e(Ci,3j ,Kti,2j)
−1 · e(Ci,1,Kti,jj)

= Bi−1j · e(g
si−1 , (Dri−1 j

)
−1
zj
rti j ) ·

e(gsi , Dri j(Hj)
rti jRti j+1 ·R

−1
tij

)

e(Hj
sizjsi−1 , g

rti j )

= e(g,Dri j)
si ·

e(g,Rt1 j+1)s1 . . . e(g,Rti j+1)si

e(g,Rt1 j)
s1 . . . e(g,Rti j)

si

The algorithm sets B` =
n∏
j=1

B`j = e(g,Rt`1)s`
n∏
j=1

e(g,Dr` j)
s` . If each MMA

accepts then r`j = qxj for some qxj ∈ Fj and: B` = e(g,Rt`1)s`
n∏
j=1

e(g,Dxj)
s`

Thus, with K ′endx,1n as the single element from Kendx,1n which corresponds
to the transition t`n the algorithm computes:

Bend = B` · e(Cend1,K ′endx,1n)−1 · e(Cend2n,Kendx,2n) ·
n∏
j=2

[
e(Cend1,Kendx,1j)

−1 · e(Cend2j ,Kendx,2j)
]

= e(g,Rt`1)s`
n∏
j=1

[
e(g,Dxj)

s`
]
· e((hendn)s` , grendxn)

e(gs` , g−αn ·Dxn(hendn)rendxnRt`1)
·

n∏
j=2

e((hendj)
s` , grendxj )

e(gs` , g−αj ·Dxj(hendj)
rendxj )

=

n∏
j=1

e(g,Dxj)
s` ·

n∏
j=1

e(g,Dxj)
−s` ·

n∏
j=1

e(g, g)αjs`

= e(g, g)

n∑
j=1

αjs`
= e(g, g)αs`

as required.

We prove the following theorem in section 6.

Theorem 4. If the threshold `∗ BDHE assumption holds then no poly-time ad-
versary can selectively break our ECMMA-based encryption system for n MMAs
where the challenge string w∗ is of length `∗.

5 Compact Signature Verification ECMMA

In the standard method of hash then sign, the inputs for a signature verification
algorithm are an arbitrary length word w and a signature sign(H(w)). The
output is a boolean value according to whether sign(H(w)) is a valid signature of
H(w) according to chosen hash function,H and signature algorithm. We can use
Waters’ scheme to construct FE scheme for that functionality by constructing



a DFA for this language (pairs of arbitrary length words w and a signatures
sign(H(w)) such that sign(H(w)) is a valid signature of H(w)). Example of a
naive construction for such DFA consists of two parts. First part process w and
decide what should be the appropriate signature sign(H(w)). The second part
compares the two signatures. However, a ”straightforward” construction such
of this naive one grows exponentially with the signature’s private key length.
Intuitively, the size of a DFA for this language cannot be small otherwise an
adversary would be able to find a path between the start and accepting states
and retrieve a valid pair of w and sign(H(w)) in a time proportional to the
automaton size. Using our scheme for ECMMA, we propose a more efficient
construction. In our construction each CMMA computes a modular arithmetic
operation and outputs the result to the next one. We propose using Montgomery
reduction [8] for modular arithmetic. For ease of demonstrating, we use Rabin
signature scheme [10] for signatures and Chaum et. al scheme [5] for hashing. It
is possible to use any other schemes that rely on Modular arithmetics. We now
show how to construct an expanded cascade automaton that verifies signatures
and prove the following theorem through a series of lemmas:

Theorem 5. There exist a signature verification ECMMA of size O(n2) that
takes as input an arbitrary length word w and a signature sign(H(w)) and
accepts iff sign(H(w)) is a valid signature of H(w) according to chosen hash
function,H and signature algorithms where n is the security parameter of the
algorithms.

In order to prove this theorem we state several lemmas and give a high level
(sketch) proofs for each of them.

Lemma 2. Given a modular exponentiation ECMMA of size O(n2) and a mod-
ular multiplication ECMMA of size O(n2) here exists a hash ECMMA of size
O(n2).

Proof (sketch). We use Chaum et. al scheme [5] as an example for a hash func-
tion. This scheme is secure under the discrete logarithm problem. The function
defined as follows: Suppose p is a large safe prime and q = (p − 1)/2. Let α
and β be two primitive elements of Zp. The value logαβ is not public. The hash
function h : {0, . . . , q − 1} × {0, . . . , q − 1} → Zp\{0} is defined as:

h(X1, X2) = αX1βX2modp

The input to the EECMMA is w = X1, . . . , Xn the output is the hash value h(w).
Let i be the loop’s iteration’s index. At the first iteration, i = 1, the input (X1)
is echoed to the feedback input and the feedback input is ignored. At the second
iteration, i = 2, the ECMMA computes the hash value of the input is (X2) and
the feedback input (X1) and output this value to the feedback input. At each iter-
ation i > 2, the input is Xi, the feedback input is h(h(. . . (h(X1, X2), . . .), Xi−1)
and the output is h(h(. . . (h(X1, X2), . . .), Xi)

Lemma 3. There exists a modular multiplication ECMMA of size O(n2) where
n is the modulus.



Proof (sketch). We use Montgomery Multiplication [8] algorithm. Let M be a
positive integer and let R and T be integers such that R > m, gcd(M,R) = 1
and 0 ≤ T < MR. Montgomery reduction of T modulo M with respect to R is a
method to compute TR−1 mod M without using trial devision. If M is presented
as a base b integer of length len, then a typical choice for R is blen. In this case,
the condition that gcd(M,R) = 1 will hold only if gcd(M, b) = 1. In our case,
M is odd and b = 2 so R = blen will suffice.

Montgomery Reduction can be combined with multiple precision multiplica-
tion in order to compute the Montgomery product of two integers. Algorithm 1
shows Montgomery Multiplication of two integers.

Algorithm 1 Montgomery Multiplication. MMUL(X,Y )

INPUT: n-bits integer M , integers X,Y s.t (M > X,Y,M is odd)
OUTPUT: XY 2−n mod M

1: Z = 0
2: for i = 0 to n− 1 do
3: Z = Z +XiY
4: if Z is odd then
5: Z = Z +M
6: end if
7: Z = Z/2
8: end for
9: if Z ≥M then

10: Z = Z −M
11: end if
12: return Z

We show the proposed ECMMA for Montgomery Multiplication in subsection
5.1.

Using same techniques we can construct an ECMMA for Montgomery mod-
ular exponentiation (see algorithm 2).

Lemma 4. There exists a modular exponentiation ECMMA of size O(n2) where
n is the modulus.

We can now (sketch) prove our main theorem:

Proof (sketch theorem 5). Our ECMMA takes as input an arbitrary length word
w and a signature of its hash value sign(H(w)) according to Rabin signature
scheme [10] for signatures and Chaum et. al scheme [5] for hashing. In Rabin’s
algorithm, verifying signature sign(w′) of word w′ is done simply by computing
sign(w′)2 and comparing this value with w′. First, the ECMMA calculate H(w)
using the construction from lemma 2. It then calculate sign(H(w))2 using the
construction from lemma 3 and compare these values.



Algorithm 2 Montgomery Exponentiation. MEXP (X,E)

INPUT: n-bits integer M , integers X,E s.t (M > X,Y,M is odd) and W = 22n

OUTPUT: XE mod M

1: X̃ = MMULT (X,W )
2: A = MMULT (1,W )
3: for i = 0 to n− 1 do
4: if i’th bit of E is 1 then
5: A = MMULT (X̃, A)
6: end if
7: X̃ = MMULT (X̃, X̃)
8: end for
9: A = MMULT (A, 1)

10: return A

5.1 ECMMA for Montgomery Multiplication

Our proposed ECMMA for Montgomery Multiplication modulo M (depict in
figure 3) constructed of the following five ECMMAs:

“For” loop 
CMMA 

(Steps 2-8) 

Z>=M 
(step 9) 
CMMA 

(Z-M) OR (Z) 
(step 10) 
CMMA 

X’, X, Y, Z, M 

Z (Z, 𝑍 ≥? 𝑀) 

Memory 
CMMA for 

M 

X,Y 

Z=XYr mod M 

Repeater 
CMMA for 

Z 

Z◦Z 

Fig. 3. MMULT ECMMA

Memory ECMMA. We don’t pass the modulo, M , as part of the input,
instead we have it hard-coded in the ECMMA using what we call a Memory
ECMMA. A Memory ECMMA is an MMA that has an integer number digits
hard-coded in its transition function. Let V and I be two n bits integers where
I = (i0, . . . , in−1) and V = (v0, . . . , vn−1). A ”memory” ECMMA for V is an
MMA in which I is part of the input and V bits values defined in the transition
function. For every input bit xi of I the MMA outputs xi, vi, the same bit and
the corresponding bit from V , vi. This MMA depict in figure 4.



i0|i0,v0 

v0 vn-1 end v1 vi 

i1|i1,v1 ii|ii,vi in-1|in-1,vn-1 

Fig. 4. Memory MMA

”For” loop ECMMA. In this ECMMA, every iteration is calculated by a
designated ECMMA which computes steps 3 - 7 of algorithm 1 (as seen in figure
5). The inputs (and outputs) values of these ECMMAs are the integers X,Y, Z
and M from the Algorithm. Because in each iteration a different xi is addressed,
we use another value, X ′, which initially is equal to X and is used to obtain
these values. Each one of these ECMMA is slightly different.

𝑠𝑡𝑒𝑝𝑠 3 − 7 
Iteration 0 

CMMA 

𝑠𝑡𝑒𝑝𝑠 3 − 7 
Iteration 1 

CMMA 

𝑋′, 𝑋, 𝑌, 𝑍, 𝑀 

𝑠𝑡𝑒𝑝𝑠 3 − 7 
Iteration i 

CMMA 

𝑠𝑡𝑒𝑝𝑠 3 − 7 
Iteration n-1 

CMMA 

𝑍 

𝑋′, 𝑋, 𝑌, 𝑍, 𝑀 𝑋′, 𝑋, 𝑌, 𝑍, 𝑀 𝑋′, 𝑋, 𝑌, 𝑍, 𝑀 

𝑠𝑡𝑒𝑝𝑠 3 − 7 
Iteration n-2 

CMMA 

𝑋′, 𝑋, 𝑌, 𝑍, 𝑀 

Fig. 5. ”for” loop ECMMA

Each ECMMA for steps 3 - 7 (depict in figure 6) is constructed from seven
MMAs. Five MMAs which calculate the basic operations in the loop. These
operations include: multiplying a bit with a n bits number, adding two n bit
numbers, deciding whether a n bit number is odd, conditional adding of two n
bits numbers and dividing n bits number by two. In addition, each one of these
ECMMAs has another two MMAs for synchronization purposes: xi saver and
X,Y,M saver.

At each iteration i of the ”for” loop a different xi is addressed. We use a MMA
we call the xi saver in order to obtain and save these values. The input of xi saver
in the ith iteration is: X ′, X, Y, Z and M where X ′ = (x′0, x

′
1, . . . , x

′
n−1, ε

i), X =
(εi, x0, x1, . . . , xn−1), Y = (εi, y0, y1, . . . , yn−1), Z = (εi, z0, z1, . . . , zn−1),M =
(εi,m0,m1, . . . ,mn−1). The output of xi saver in the ith iteration is:
X ′, X, Y, Z, xi and M where X ′ = (x′0, x

′
1, . . . , x

′
n−1, ε

i),
X = (εi, x0, x1, . . . , xn−1), Y = (εi, y0, y1, . . . , yn−1), Z = (εi, z0, z1, . . . , zn−1),
xi = (εi, xni ),M = (εi,m0,m1, . . . ,mn−1). In the first iteration this MMA has
three states: an initial state plus two states, one for each possible value of xi. At



xi saver 

xiY Z+xi Z is odd? Z+M or Z Z/2 

X,Y,M saver 

𝑋′, 𝑋, 𝑌, 𝑍,𝑀 

𝑋′, 𝑋, 𝑌, 𝑍, 𝑥𝑖, 𝑀 

𝑋′, 𝑋, 𝑌, 𝑍, 𝑥𝑖𝑌,𝑀 𝑋′, 𝑋, 𝑌, 𝑍,𝑀 

𝑋′, 𝑋, 𝑌, 𝑍,𝑀 

𝑋′, 𝑋, 𝑌, 𝑍, 𝑜𝑑𝑑? ,𝑀 𝑋′, 𝑋, 𝑌, 𝑍,𝑀 

𝑋′, 𝑋, 𝑌, 𝑍,𝑀 

Fig. 6. Steps 3-7 ECMMA

each next iteration this MMA is one state bigger. Figure 7 shows the xi saver
MMA for the ith iteration.

s x0 

xi=0 

xi=1 

xi-1 

x’0, ε, ε, ε, ε|x′0, ε, ε, ε, ε, ε x’1, ε, ε, ε, ε|x′1, ε, ε, ε, ε, ε 

x′
i, xi, yi, zi, mi|x′i, 0, xi, yi, zi, mi 

x′i, xi, yi, zi, mi|x′i, 1, xi, yi, zi, mi 

Fig. 7. xi saver MMA

In the MMA which divide Z by two the output values of Z bits have one step
delay. In order to achieve synchronization between Z bits values and the values
of X,Y and M we use a MMA we call the X,Y,M saver. The X,Y,M saver
has one initial state plus 8 states for the different combinations of X,Y and M
bits. Its transition function defined as follows: for each input of X ′, X, Y, Z,M
the new state should be the one which matches X,Y and M input bits values
and the output should be the values of X,Y and M bits according to the old



state and the values of X ′ and Z bits from the input. The transition from the
initial state outputs (X ′, ε, ε, ε, ε).

Each one of the remaining 5 MMAs is straightforward implementation of the
basic operations.

Repeater ECMMA. This ECMMA takes as input an n bits integer Z followed
be n times ε and outputs 2n bits representing the integer concatenated to itself,
Z||Z (the need for such functionality is explained later). The repeater ECMMA
is constructed from n similar MMAs (depict in 8). The ith MMA (can be seen
in figure 9) is in charge of remembering the ith bit of Z.

Repeater 
0 

MMA 

Repeater 
n-2 

MMA 

Repeater   
n-1 

MMA 

Repeater 
1 

MMA 

Z◦ԑn Z◦z0ԑ
n-1 Z◦Z 

Repeater  
I 

MMA 

Z◦z0z1ԑ
n-2 Z◦z0..zi◦ԑ

n-(i+1) Z◦z0..zn-2ԑ
1 

Fig. 8. Z repeater ECMMA

Ԑ|Ԑ 

s z0 

zi=0 

zi=1 

zi-1 end 

𝑧0|𝑧0 𝑧1|𝑧1 

𝑧𝑖 = 𝑧𝑖 

𝑧𝑖 = 𝑧𝑖 

Fig. 9. The i MMA of the Z repeater ECMMA

Comparison ECMMA. During the computation of Montgomery Multiplica-
tion there is a comparison between the modulo M and the variable Z (step 9
of the algorithm). This ECMMA (can be seen in figure 10) takes as input Z||Z
and outputs Z and whether Z ≥ M . In our state machines integers flow from
lsb to msb. Hence, we can only determine the comparison result after processing



all the bits ofZ. For this reason, this ECMMA first uses the first n input bits
(which represents Z) to determine the comparison and the following n bits to
(which also represents Z) to output Z and the comparison result.

s 

z0≥m0 

z0<m0 

zi≥mi 

zi<mi 

zn-1≥mn-1 

zn-1<mn-1 

z1(≥m1)|𝜀 

z1(<m1)|𝜀 zi(<mi)|𝜀 

zi(≥mi)|𝜀 zi|1 

zi|0 

Fig. 10. Z ≥M Comparison ECMMA

6 Security Proof

We prove security of our construction in the selective mode. We show a reduction
algorithm B, that given a successful attacker A against our system, will use
it to break the threshold `∗-BDHE assumption where `∗ is the length of w∗,
the challenge ciphertext and n is the number of MMAs sequence defining the
ECMMA. The reduction simulates the Setup, Encryption and Key Generation
algorithms.

Assume towards a contradiction that A is an adversary that has advantage
> 1

poly(κ) in the selective security game against our construction with n MMAs

where κ is the security parameter for the construction. Suppose it chooses a
challenge string w∗ of length `∗. Then we construct an algorithm B that runs A
and simulates the security games as follows.

Init. B takes as input a threshold `∗-BDHE challenge X,T . For each element
which contains the exponent b′ in the assumption, B creates n − 1 elements by
replacing b′ with bj for every j ∈ [2, n] s.t

∑n
j=2 bj = b′ mod p in the following

way: B chooses n − 2 random elements ∀j ∈ [2, n − 1] uj ∈ Zp and sets un
s.t
∑n
j=2 uj ≡ 1 mod p. Then B implicitly sets ∀j ∈ [2, n] bj = ujb

′ mod p by

replacing each element of the form Φ = φb in the assumption with the elements
Φb2 , . . . , Φbn .



The attacker, A, declares a challenge string w∗ of length `∗. Let w∗(e) denote
the e-th symbol of w∗. In addition, we define w∗(`∗+1) = w∗(0) = ⊥ for a special
symbol ⊥ /∈ Σ.

Setup. B first chooses random exponents ∀j ∈ [1, n]vzj , vstartj , vendj ∈ Zp.
B chooses vHj ∈ Zp for j ∈ [2, n] and vσ ∈ Zp for every σ ∈ Σ. These values
are used to ensure that some of the elements that B creates are distributed uni-
formly at random in their domains, as the adversary expects. The elements of
the public parameters are chosen as follows:

e(g, g)α = e(ga, gb), g = g,∀j ∈ [1, n] zj = gvzjgabj/d

Thus, implicitly setting α = ab. Next it sets:

∀j ∈ [1, n] hstartj = gvstartj
∏

e∈[1,`∗]

g−a
ebj/ce , hendj = gvendj

∏
e∈[2,`∗+1]

g−a
ebj/ce

∀σ∈Σ hσ = gvσg−b1/d
∏

e∈[0,`∗+1]s.t.
w∗(e) 6=σ

g−a
`∗+1−eb1/c`∗+1−e

Finally it sets:

∀j ∈ [2, n] Hj = gvHjg−bj/d
∏

e∈[0,`∗+1]

g−a
`∗+1−ebj/c`∗+1−e

We make several observations. B embeds its knowledge of w∗ into the public
parameters (hσ values) in order to simulate the challenge ciphertext while main-
taining the ability to generate keys. Hj values differ from the hσ values in that

they have the term g−a
`∗+1−ebj/c`∗+1−e for all possible e values regardless of w∗

and in contrast with hσ. We can think of Hj values as ”wild-card” characters
that can be used as any characters for input to the MMAs A2, . . . , An. In order
to make sure all the terms are well distributed we use the ′v′ exponents.
Key Generation. B simulates private key construction when it receives a re-
quest for a private key associated with ECMMA CA = (A1, . . . , An). We start
by showing how Dxj values are implicitly assigned. The challenge string w∗ is

the input for the first MMA, A1. We use the notation w∗(i) to denote the last
i symbols of w∗ and A(k)j

to denote (Qj , Σ, Tj , qkj , Fj), i.e. A(k)j
is the same

MMA as Aj except that the start state is changed to qkj . For each qkj ∈ Qj we
create a set S(k)j

of indices i ∈ [0, `∗] where:

1. If j = 1 then i ∈ S(k)1
iff Accept(A(k)1

, w∗(i)).
2. Else (j ∈ [2, n]) then i ∈ S(k)j

iff there exists any sequence of `∗ + 1 − i
characters, stri ∈ Σ`∗+1−i, s.t Accept(A(k)j

, stri).

B implicitly assigns for every j = 1, . . . , n and every xj ∈ Qj the value:

Dxj =
∏

i∈S(x)j

ga
i+1bj



We make several observations. Calculating S(k)j
is done in polynomial time.

For the case where j = 1 it is done simply by executing the first MMA on
the last i symbols of w∗. For j ∈ [2, n] we can define a direct acyclic graph
(DAG) with |Qj | × (`∗ + 1) nodes. The graph consists of `∗ + 1 levels indexed
by i ∈ [0, `∗] with |Qj | nodes in each level. In the first level, we choose all nodes
corresponding to Dxj ∈ Fj and add the index i = 0 to S(x)j

. Then, for i from 1

to `∗ we iteratively choose all nodes corresponding to Dxj in the ith level which
there exists a transition in Tj from Dxj to one of the MMA states corresponding

to a chosen node in the i− 1th level and add i to the corresponding S(x)j
.

B cannot compute these DKj values using the terms given in the assump-
tion. It constructs the key components to be consistent with these values where
uncomputable values will be canceled when creating the components.

The term ga
`∗+1−ib1 appears in Dk1 if it is possible to reach an accepting

final state of the first MMA using the last `∗− i symbols of w∗ starting at state

qk1. For any j > 1, the term ga
`∗+1−ibj appears in Dkj if it is possible to reach

an accepting final state of the j-th MMA using any `∗ − i symbols of starting
at state qkj . This observation reflects important points in our proof. During
decryption, for any j ∈ [1, n] upon reaching state Dxj after reading i symbols,
the value e(g,Dxj)

si is calculated. As we will show in the challenge part of the

reduction, we implicitly set si = ais and calculating T = e(g, g)a
`∗+1 ∑n

j=1 bjs is
sufficient for decryption.

For each j, reaching any state Dxj that contains the term ga
`∗+1−ibj after

reading i symbols causes the term e(g, ga
`∗+1−ibj )a

is = e(g, g)a
`∗+1bjs to appear

ine(g,Dxj)
si . Multiplying all theses values cancels the random masking values

which we add in the construction. The reason we add the masking values in
the construction is that the reduction cannot guarantee that the values that
each MMA outputs will actually be used as the next MMA’s inputs. Thus, it is
possible to reach an accepting final state on all MMAs A2, . . . , An regardless of
w∗.

B creates the key components in the following way: Let T ′j+1 = {tj+1 =
(x′, y′, σ′, ϕ′) ∈ Tj+1|ϕ = σ′}. B chooses random elements Rtj ∈ G for each
transition tj . It begins by setting the start and end key components. It implicitly
sets ∀j ∈ [1, n] rstartj =

∑
i∈S(0)j

ci+1 by:

∀j ∈ [1, n] : Kstart2j = grstartj =
∏

i∈S(0)j

gci+1

∀j ∈ [2, n] : Kstart1j = D0jhstartj
rstartj = Kstart2

vstartj
j

∏
e∈[1,`∗],i∈S(0)j

e 6=i+1

g−a
ebjci+1/ce

j = 1 : Kstart11 = {D01(hstart1)rstart1Rt1|∀t1 = (x1, y1, σ, ϕ) where x1 = q01}

= {Kstart2
vstart1
1

∏
e∈[1,`∗],i∈S(0)1

e6=i+1

g−a
eb1ci+1/ce ·Rt1|∀t1 = (x1, y1, σ, ϕ) where x1 = q01}



All the terms of the form ga
i+1bj from D0j are canceled by this assignment.

Next, ∀j ∈ [1, n] for all qxj ∈ Fj it implicitly sets rendx j =
∑
i∈S(x)j

,i6=0 ci+1

and then it sets:

Kendx,2j = grendxj =
∏

i∈S(x)j
,i6=0

gci+1

∀j ∈ [1, n− 1] : Kendx,1j = g−abjDxj(hendj)
rendxj

= (Kendx,2j)
vendj

∏
e∈[2,`∗+1],i∈S(x)j

i6=0,e 6=i+1

g−a
ebjci+1/ce

j = n : Kendx,1n = {g−abn ·Dxn(hendn)rendxnRt
−1
1 |∀t1 ∈ T ′n+1

for each tn = (xn, yn, σ, ϕ) where yn = qxn}

= {(Kendx,2n)
vendn

∏
e∈[2,`∗+1],i∈S(x)n

i6=0,e6=i+1

g−a
ebnci+1/ceRt

−1
1 |∀t1 ∈ T ′n+1

for each tn = (xn, yn, σ, ϕ) where yn = qxn}

As before, all the terms of the form ga
i+1bj from Dxj , except for i = 0, are

canceled by this assignment. The term ga
i+1bj for i = 0 must exist in Dxj because

A(x)j
accepts the empty string at an accepting state. The term is canceled with

g−abj .

Next, B sets the key components for each tj = (x, y, σ, ϕ) ∈ Tj . Recall that
∀j ∈ [1, n] ktj ,2 = grtj The value of Kt1t′ and ktj ,1 depend on j.

j = 1 : kt1,1 = (Dx1)
−1
z1
rt1Rt1

−1

Kt1t′ = {Dy1(hσ)rt1Rt2|∀t2 ∈ T ′2}

∀j ∈ [2, n] : ktj ,1 = (Dxj)
−1
zj
rtj

Ktjt′ = {Dyj(Hj)
rtjRtj

−1Rtj+1|∀tj+1 ∈ T ′j+1}

B cannot produce from the assumption terms of the form ga
i+1bj which might

appear in Dxj and Dyj for any j. Instead, it implicitly sets rtj as a sum of
elements in a way that cancels these terms. In the case of Ktj ,1

j = 1 : Ktj ,1 = (
∏

i∈S(x)j

ga
i+1bj )

−1
(gvzjgabj/d)

rtj
Rt1
−1

∀j ∈ [2, n] : Ktj ,1 = (
∏

i∈S(x)j

ga
i+1bj )

−1
(gvzjgabj/d)

rtj

For each i ∈ S(x)j
B will add aid to the sum rtj . In the case of Ktjt′ For each

i ∈ S(y)j
B will either add aid or ci or both to the sum rtj . This will cancel the



terms since

∀σ∈Σ hσ = gvσg−b1/d
∏

e∈[0,`∗+1]s.t.
w∗(e) 6=σ

g−a
`∗+1−eb1/c`∗+1−e

∀j ∈ [2, n] Hj = gvHjg−bj/d
∏

e∈[0,`∗+1]

g−a
`∗+1−ebj/c`∗+1−e

We note that adding ci will only work if hσ contains the term ga
ib1/ci in the case

of j = 1. It will always work for any j > 1 since all such Hj contains this term.
Assigning values to Ktj ,1,Ktj ,2 and Ktjt′ is determined by rtj . For each tj ,

for i = 1 to `∗+ 1 B defines (ktj ,1,i, ktj ,2,i, ktjt′,i). It then sets for every j ∈ [1, n]
Ktj ,1 =

∏
i∈[0,`∗+1] ktj ,1,i, Ktj ,2 =

∏
i∈[0,`∗+1] ktj ,2,i.

The value of ktjt′ depends on j.

j = 1 : Kt1t′ = {
∏

i∈[0,`∗+1]

kt1t′,i ·Rt2|∀t2 ∈ T ′2}

∀j ∈ [2, n] : Ktjt′ = {
∏

i∈[0,`∗+1]

ktjt′,i ·Rtj
−1 ·Rtj+1|∀tj+1 ∈ T ′j+1}

We observe that for all MMAs except for the first one, ktjt′ has a term of

Rt′j
−1

and that for all MMAs except the last one, ktjt′ has a term of Rt′j+1.
This observation reflects an important point in the proof. It is not enough for
the decryption algorithm to reach an accepting final state at each MMA. Every
transition in Aj defines a subset of transitions in Aj+1 that are suitable for
successful decryption.

The way B sets (ktj ,1,i, ktj ,2,i, ktjt′,i) depends on the value of j, on whether
i ∈ S(x)j

and whether i ∈ S(y)j
.

j = 1
case 1: i /∈ S(x)1

∧ i− 1 /∈ S(y)1

In this case Dx1 does not contain the term ga
i+1b1 and neither does Dy1 contain

the term ga
ib1 so there are no terms to cancel. B simply sets Kt,1,i1 = Kt,2,i1 =

Kt,3,i1 = 1.
case 2: i ∈ S(x)1

∧ i− 1 ∈ S(y)1

In this case Dx1 contains the term ga
i+1b1 and Dy1 contains the term ga

ib1 . B
sets Kt,2,i1 = ga

id. As we showed previously, this cancels the terms from both
Dx1 and Dy1. B accordingly sets

Kt,1,i1 = (Kt,2,i1)
vz1

Kt,3,i1 = (Kt,2,i1)
vσ ·

∏
e∈[0,`∗+1]s.t.
w∗(e) 6=σ

g−a
`∗+1−e+ib1d/c`∗+1−e

case 3: i /∈ S(x)1
∧ i− 1 ∈ S(y)1

∧ w∗(`∗+1−i) 6= σ

In this case only Dy1 contains the term ga
ib1 . Furthermore, since w∗(`∗+1−i) 6= σ



we know that hσ contains the term ga
ib1/ci . B sets Kt,2,i1 = gci . As we showed

previously, this will cancel the term from Dy1. B accordingly sets

Kt,1,i1 = (Kt,2,i1)
vz1gab1ci/d

Kt,3,i1 = (Kt,2,i1)
vσ · g−b1ci/d ·

∏
e∈[0,`∗+1]s.t.

w∗(e) 6=σ∧e6=`
∗+1−i

g−a
`∗+1−eb1ci/c`∗+1−e

case 4: i ∈ S(x)1
∧ i− 1 /∈ S(y)1

∧ w∗(`∗+1−i) 6= σ

In this case only Dx1 contains the term ga
i+1b1 . Furthermore, since w∗(`∗+1−i) 6=

σ we know that hσ contains the term ga
ib1/ci . As we showed before, setting

Kt,2,i1 = ga
id will cancel this term from Dx1 but will also create the term ga

i+1d

in ktjt′,i. B thus sets Kt,2,i1 = ga
idg−ci This will cancel the terms from Dx1 and

both create and cancel the term ga
i+1d from ktjt′,i. B sets accordingly

Kt,1,i1 = (Kt,2,i1)
vz1g−ab1ci/d

Kt,3,i1 = (Kt,2,i1)
vσ · gb1ci/d ·

∏
e∈[0,`∗+1]s.t.
w∗(e) 6=σ

g−a
`∗+1−e+ib1d/c`∗+1−e

·
∏

e∈[0,`∗+1]s.t.
w∗(e) 6=σ∧e6=`

∗+1−i

g−a
`∗+1−eb1ci/c`∗+1−e

We note that in both cases 3 and 4, w∗(`∗+1−i) 6= σ since i ∈ S(x)1
or i ∈ S(y)1

but not both, which means that hσ has the term ga
ibj/ci .

j ∈ [2, n]
When j ∈ [2, n] we have three cases (1,2 and 3) which are similar to the previous
cases (1,2 and 4) when j = 1 with the only change being the use of Hj instead
of hσ. We note that the case where i /∈ S(x)j

∧ i − 1 ∈ S(y)j
does not exist for

j > 1.

B then creates SK ′ by running a key randomization algorithm on SK using
the same idea as the key randomization of [12] and returns the randomized key
to A.

Challenge. After A submits two equal length messages m0 and m1, B creates
the challenge in the following way. It implicitly sets si = ais for all i ∈ [0, `∗]
and all the rest follows given the public parameters. First B chooses a random
coin β and sets Cm = mβ · T and w = w∗. It then sets:

Cstart1 = gs, ∀j ∈ [1, n] Cstart2j = (hstartj)
s

= (gs)
vstartj

∏
e∈[1,`∗]

g−a
ebjs/ce

For i ∈ [1, `∗] and j ∈ [2, n]it sets:



Ci,1 = ga
is

Ci,2 = hσ
aisza

i−1s
1 = (ga

is)
vw∗i

(ga
i−1s)

vz1 ·
∏

e∈[0,`∗+1]
s.t.w∗e 6=w∗i

g−a
(`∗+1−e+i)b1s/c`∗+1−e

Ci,3j = (Hj)
ais
zj
ai−1s

= (ga
is)

vHj
(ga

i−1s)
vzj ·

∏
e∈[0,`∗+1]

g−a
(`∗+1−e+i)bjs/c`∗+1−e

We note that z1
si−1 and (hw∗(i))

si produce the term ga
ib1s/d. These terms,

which cannot be taken from the assumption, cancel each other. The same cancel-
lation occurs with zj

si−1 and Hais
j for j ∈ [2, n] which produce the terms ga

ibjs/d

for j ∈ [2, n]. We also note that in order to create Ci,3j , the algorithm B needs the

term g−a
(`∗+1)bjs/c`+1−i from the assumption. Such a term for j ∈ [2, n] appears

in the threshold ell∗-BDHE assumption, but does not appear in the Expanded
`∗ BDHE assumption which Waters used in [12].

Finally B sets for every j ∈ [1, n],

Cend1 = C`∗,1 = ga
`∗s

Cend2j = (hendj)
a`
∗
s

= (ga
`∗s)

vendj ∏
e∈[2,`∗+1]

g−a
`∗+ebjs/ce

B creates CT ′ by running a ciphertext randomization algorithm on CT us-
ing the same idea as the similar algorithm in [12] and returns CT ′ to A. if

T = ga
`∗+1 ∑n

j=1 bjs then CT is an encryption of mβ . Otherwise, CT reveals no
information about β.

Guess. If A outputs a guess β′ which is equal to β then B outputs 1 mean-

ing that T = e(g, g)
a`
∗+1 ∑n

t=1 bjs. Otherwise it outputs 0 meaning that T ∈ GT
is a random group element. Thus, if A has a non negligible advantage > 1

poly(κ)

in the selective security game against our construction with n MMAs then B can
solve the decision threshold `-BDHE problem with a non negligible advantage
> 1

poly(κ) .

6.1 Generic Security

Using the terminology of Boneh et. al [2], our assumption is a (P,Q, f) Diffie-
Hellman problem where P is a set of polynomials which includes all the given
exponents in the bilinear group G, Q is a set of polynomials which includes
all the given exponents in the target group GT (= 1 in our case) and f =
a`
∗+1(b1 + b′)s. Let df denote the total degree of f , dP = {max df |f ∈ P} and

dQ = {max df |f ∈ Q}.



Corollary 1 ([2]). Let P,Q ∈ Fp[X1, . . . , Xn]
s

and f ∈ Fp[X1, . . . , Xn]. Write
P = (p1, . . . , ps), Q = (q1, . . . , qs) and p1 = q1 = 1. If f is independent 1 of
(P,Q) and d = max{2dP , df , dQ} then any adversary A that has advantage 1/2
in solving the decision (P,Q, f)-Diffie-Hellman problem in a generic bilinear
group G must take time at least Ω(

√
p/d− s).

According to the corollary in order to prove the (t, t)-Threshold Expanded `−
BDHE Assumption is generically secure we need to show that f is independent
of (P,Q) and d is low.

In order to show independence of f from (P,Q) we note that f consists of a
sum of two monomials s.t. each one differs in its b value. For f to be dependent
on (P,Q) there must be a way construct both of these monomials by multiplying
pairs of exponents in P . While it is indeed possible to find such pairs for the
monomial a`

∗+1b′s, it is impossible to find such pairs for the monomial a`
∗+1b1s.

The exponents which contain the variable s in P are:

∀i∈[0,2`+1],i6=`+1,e∈[0,`+1] a
is, aib1s/ce

∀i∈[0,2`+1],e∈[0,`+1] a
ib′s/ce

Terms with b′ in the exponent cannot be used in order to produce a`
∗+1b1s since

it never appears inverted in the assumption. In order to use exponents from
the form ais to construct a`

∗+1b1s we need a term of the form axb1 such that
x+ i = `+ 1 where i 6= `+ 1. In order to use exponents of the form aib1s/ce to
construct a`

∗+1b1s we need a term of the form ayce such that x+ i = `+1. Since
no such terms exist in the assumption it holds that f is independent of (P,Q).

As for the max degree d = max{2dP , df , dQ}. Polynomials in P contain
inverses of d, co, . . . , c`+1. Stating our assumption in terms of generator g′ where

g = g′d
∏
i∈[0,`+1] ci yields a max degree d linear in `. Thus, this and the fact that

f is independent of (P,Q) yields that assumption is generically secure for all `
polynomial in the security parameter.

7 Anomaly Detection

7.1 Preliminaries

In this section we discuss a method for anomaly detection and a way to im-
plement this method as an ECMMA. Using such an implementation enables a
digital bond that is tied to an anomaly detection engine. This has an obvious
benefit in opening the bond in case of attacks that are not known at the time
of the bond’s creation. However, this method has an obvious downside in that
anomaly detection may have false positives, in which case the bond is opened
even if the user did not mean to attack the server. Therefore, the method can be
reliably used either in scenarios in which false positives are extremely unlikely

1 f is independent of (P,Q) if there do not exist s2 + s constants {ai,j}si,j=1, {bk}
s
k=1

such that f =
∑s

i,j=1 ai,jpipj +
∑s

k=1 bkqk



or in when the users use the ECMMA that implements anomaly detection to
check their traffic before sending it.

Classification refers to the problem of labeling unknown (new) instances to
the most appropriate class among a set of (known) predefined classes. When the
underlying probability distributions for the classes {pi}Mi=1 are known, and we
wish to decide which generated a given sequence y, a decision rule of the form
î = argmax1≤i≤Mpi(y) is optimal in the sense of minimizing the probability of
error. In unary-class classification, however, information is available only on one
type of instances. The goal may be to either identify such instances, or, in the
case of anomaly detection, identify instances which do not fit the ones learned
from. Indeed, when only few, if any at all, anomalous instances exist to learn
from, yet instances of normal behavior are available, one can build a behavioral
model based on the normal instances and classify any instance deviating from
that model as anomalous [4].

Thus, given the probability distribution of the normal data, p(·), the optimal
decision rule in terms of maximizing the detection probability given a fixed
false alarm probability (in the Neyman-Pearson sense) is to compare p(y) to
a threshold, and decide that y is normal if p(y) is above the threshold and
anomalous otherwise. The threshold is determined according to the required
false alarm probability. In practice, the underlying distribution which generates
the normal sequences is, of course, unknown. A reasonable approach in this case
is to estimate it using the previously observed sequences and use the resulting
estimate p̂(·). Note, however, that the estimation problem differs significantly if
a statistical model (e.g., i.i.d. or Markovian of a certain order) is given, if the
only knowledge is that the sequences are related to some stationary and ergodic
source, or, in the “worst” case, the data constitutes of individual sequences, that
is, deterministic sequences with no pre-defined statistical model.

In this section, we suggest an anomaly detection technique for the most gen-
eral case, where no underlying statistical model is given. To do this, we build
on the relation between prediction of discrete sequences and lossless compres-
sion [6], in order to use universal compression algorithms and their associated
probability assignment in the anomaly detection procedure.

Universal Probability Assignment The Lempel Ziv algorithm [13], LZ78, is
a universal compression algorithm with a vanishing redundancy. Consequently,
it can also be used as an optimal universal prediction algorithm [6], using the
appropriate probability assignment. The LZ78 algorithm is widely used in a
variety of other applications. In the context of classification, it was also used in
[9] for typist identification based on keyboard events and in [1] for English text,
music pieces and protein classification. For completeness, we briefly describe the
compression method and the associated probability assignment algorithm.

The LZ78 algorithm is a dictionary-based compression method. For a given
sequence of data symbols, a dictionary of phrases parsed from that sequence is
constructed based on the incremental parsing process as follows. At the beginning
the dictionary is empty. Then, during each step of the algorithm, the smallest



prefix of consecutive data symbols not yet seen, i.e., which does not exist in
the dictionary, is parsed and added to the dictionary. By that, each phrase is a
unique phrase in the dictionary, that may extend a previously seen phrase by
one symbol.

Given a sequence sn1 = (s1s2 . . . sn), a parsed phrase, P , is the smallest pre-
fix of consecutive data symbols that has not been seen yet. This can also be
considered as suffix concatenation of symbol si (from the sequence) with a pre-
viously seen phrase P ′ (from the dictionary), i.e., P = (P ′si). A dictionary, D,
is a collection of all distinct phrases parsed from a given data sequence sn1 , i.e.,
D = {P1, P2, . . . , Pi, . . . Pm}. For example, the sequence aabdbbacbbda is parsed
as a|ab|d|b|ba|c|bb|da|.

A common representation of the dictionary is a rooted-tree where each phrase
in the dictionary is represented as a path from the root to an internal node in
the tree according to the set of symbols the phrase consists of. In addition, leaf-
nodes are added as suffix for each phrase in the tree. A statistical model can be
defined for a given data sequences during the construction of a phrase-tree [6],
as described next.

At the beginning, an initial tree is constructed including only a root node
and k leaf-nodes as its children, where k is the size of the alphabet. Then, for
each new phrase parsed from a sequence, the tree is traversed, starting from
the root, following the set of symbols the phrase consists of, and ending at the
appropriate leaf-node. Once a leaf-node is reached, the tree is extended at this
point by adding all the symbols from the alphabet as immediate children nodes to
that leaf, making it an internal node. In order to define a statistical model, each
node in the tree, except for the root node, maintains a node traversal counter,
where the counter of each leaf node is set to 1 and the counter of each internal
node is equal to the sum of the counters of its immediate children.

For a probability assignment, as the counters of all leaf-nodes’ counters are
set to 1, they are assumed to be uniformly distributed with a probability 1/i,
where i is the total number of leaf-nodes. Each internal node’s probability is de-
fined as the sum of its immediate children’s probabilities, which also equals the
ratio between its counter and the current i. For example, Figure 11 demonstrates
the resulting statistical model for the sequence “aabdbbacbbda”. Each node in
the tree is represented by the 3-tuple {symbol, counter, probability}. In addition,
the probability of an edge is defined by dividing the nodes’ probabilities. Note
that the probabilities of edges connected directly to the root are equal to the
appropriate root-children’s counter divided by the total number of leaf-nodes, i,
at each step of the algorithm. The probability of a phrase Pi ∈ D is calculated by
multiplying the probabilities of the edges along the path defined by the symbols
of Pi. Moreover, note that for each phrase Pi there exist a specific node in the
tree whose probability represents the probability of that phrase. For instance,
from the example shown in Figure 11, it can be seen that P (ba) = 10

28 ×
4
10 = 4

28 .
Considering a sequence S, if during the traversal a leaf-node is reached before all
the symbols of S are finished then the traversal return to the root and continue
until all the symbols of that sequence are consumed [9]. For example, the prob-



Fig. 11. An LZ78 Statistical Model for sequence “aabdbbacbbda”.

ability of the sequence “bdca” given the same statistical model above, is defined
as the following traversal probabilities multiplication: Root→b→d→Root→c→a
and is calculated as:

P (bdca|Maabdbbacbbda) =
10

28
× 1

10
× 4

28
× 1

4
=

1

784
.

This stems from the conditional probability P̂ (st+1|st1), where st+1 is the next
symbol after the (sub-)sequence st1, which is calculated as the ratio between the
counter of symbol st+1 and the counter of symbol st. We consider st1 as the
context of st+1 at time t+ 1.

7.2 Anomaly Detection Via Universal Probability Assignment

We now describe the building blocks of the anomaly detection system. Through-
out, the system is described in the context of detecting anomalies in network
traffic. Thus, in our problem domain, the data instances are discrete sequences
of network traces. However, as previously mentioned, the proposed system is
generic, and can easily be adapted to detect anomalies in any discrete sequence
of events, with the proper preprocessing.

Preprocessing A data sequence is defined as a series of events from a flow
between a specific user x and the server y. The ith Network Event, denoted
by ei,xy, is a data transaction between x and y and is defined by the tuple
ei,xy = (ti, tti, csbi, scbi, x, y), where ti is the time event ei,xy occurred; tti is the
duration of event ei,xy; csbi and scbi are the total number of bytes which were
sent by user x to server y and by server y to user x, respectively. A Network
Flow, denoted by fxy, is series of network events between user x and server y
sorted by their time of occurrence, ti. That is, fxy = {e1,xy, e2,xy, . . . , en,xy}.

For actual learning and testing, it is not required to use all features (fields) in
the data. As shown in the experimental results, good detection capabilities can



be achieved even when focusing on a single feature. For example, timing data can
be characterized by the difference between two consecutive events of the same
flow, denoted by Time-Difference (TD) and defined by TDi,xy = ei+1,xy(ti+1)−
ei,xy(ti). A different perspective is the total time the event took, denoted by
Time-Taken (TT) and defined by TTi,xy = ei,xy(tti). Similarly, one can focus
only on sizes, e.g., Client-Server-Bytes (CSB) and Server-Client-Bytes (SCB)
and respectively define CSBi,xy = ei,xy(csbi) and SCBi,xy = ei,xy(scbi).

Consequently, a single-feature data sequence is a serialization of one of the
above features, e.g, with respect to Time-Difference, a sequence/flow is defined
as:

fxy,TD = {e2,xy(t2)− e1,xy(t1), e3,xy(t3)− e2,xy(t2),

. . . , en,xy(tn)− en−1,xy(tn−1)}.

The above procedure may result in a sequence over a very large alphabet
(as, for example, times are given with a very high precision). To reduce the
range of values, quantization is performed. For k quantization levels, a set of
k centroids {c1, c2, c3, . . . , ck}, is used. The centroids are extracted from the
available data during the training phase. Clearly, the number of centroids and
the method for extracting them may affect the overall results. However, as seen
in the experiments on real data, this fine-tuning is easily done during training.

Learning The LZ78-based classification model is divided into a learning phase
and a testing phase, as illustrated in Figure 12. In the learning phase, an LZ78
statistical model is built based on a given training set of discrete (quantized)
sequences over finite alphabet S = {S1, S2, . . . , Sn}, using the mechanism of
universal probability explained described above. Of course, training is done only
on normal, benign traffic. In the testing phase, first, each testing sequence is

Binary
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p{Tj1=P{Tj|MLZ781
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Data8Processing:
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Sequences
S={Sh…Sm………Sn}

LZ788Universal
Prediction
Algorithm

Data8Processing:
Quantization8–8Qk{Tj1
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Centroids {ch…8cm………8ck}

Fig. 12. A Classification Model based on the LZ78 prediction algorithm

separately quantized using the same quantization method and the same set of
centroids {c1, c2, . . . , ck} which were extracted in the learning phase. Then, the
probability of each suspected sequence (testing sequence) Tj from a given testing
set T = {T1, T2, . . . , Tm} is estimated based on the constructed statistical model



(during the learning phase) and classified respective to a predefined threshold Tr.
Specifically, the probability of each testing sequence, p(Tj), is estimated using
sequential probability assignment given the LZ78 statistical model built in the
learning phase. Testing sequences for which p̂(Tj) is greater than or equal to Tr
are classified as normal (as they “fit” the model) while a lower than threshold
value is classified as anomalous.

Accordingly, the performance of the classifier is measured by the false alarm
and hit detection ratios, also known as false positive rate (FPR) or Type 1
error and true positive rate (TPR), respectively, and demonstrated by a ROC
(Receiver Operating Characteristic) curve. The false alarm ratio reflects the
number of negative instances incorrectly classified as positive in proportion to
the total number of negatives in the test, whereas hit detection ratio measures the
proportion between the number of positive instances correctly classified and the
total number of positives in the test. The ROC curve is generated with respect
to a set of thresholds, in our case in the range [minj(p̂(Tj)),maxj(p̂(Tj))], where
each threshold defines a specific confusion matrix and results in a specific point
in the graph.

Note that the above classification model can be updated, either by extending
the existing statistical model or rebuilding it, with new (training) data sequences
at any given time. This can be applied once the overall performance get lower
than a given threshold for a configurable interval of time (and not for each
momentary decrease).

7.3 Digital bonds and anomaly detection

In order to use the method for anomaly detection described above in the context
of digital bonds it is sufficient to retain the same approach to training sequences,
which is presented in figure 12 and to implement the phase of testing sequences
as an ECMMA. The output of the phase of training sequences is an appropriate
LZ78 statistical model, represented as a tree e.g. the tree in figure 11. The tree
defines the alphabet for both training and testing sequences and the probability
associated with each edge. In addition, the training phase outputs a threshold ε
such that if the probability of a tested sequence is less than ε then the sequence
is regarded as anomalous.

The tree is transformed into an ECMMA as follows. There is a state in the
top MMA for each state of the tree, a transition between two states for each edge
in the tree and the transition in the ECMMA is triggered by the same symbol
associated with the analogous edge in the tree. In addition, for each leaf node in
the MMA there are transitions for each of the k symbols in the tree’s alphabet to
the root of the MMA. For each of the symbols that the top-level MMA accepts,
but that are not part of the tree’s alphabet, the associated transition from each
state of the MMA is the identity transition, i.e. a loop to the same state.

Therefore, the upper level MMA mimics the transitions over the tree when
computing the probability of a given sequence. The only missing component so
far is to actually compute the probability and test it against the threshold.



The lower level MMAs, which are all MMAs except for the first one, compute
the probability of each sequence and compare it with a given threshold. The basic
idea is to repeatedly use an ECMMA similar to the Montgomery multiplication
ECMMA described in section 5.1 to compute the probability of the sequence
as the product of the probabilities of all edges in the top-level MMA that the
sequence traverses. Then, use the comparison ECMMA in section 5.1 to compare
the resulting probability with a hard-coded threshold, which determines whether
the sequence is anomalous.

Assuming that the threshold ε is given with m bits of precision then the
ECMMA must compute the m most significant bits of the probability and com-
pare that against the threshold. The multiplication ECMMA takes as input two
m-bit strings, X,Y , representing probabilities (i.e. numbers in [0, 1]) and outputs
the m most significant bits of their product. It does so by running the algorithm:

Algorithm 3 Probability multiplication. PMUL(X,Y )

INPUT: m-bit X,Y s.t (X,Y ∈ [0, 1] )
OUTPUT: m most significant bits of XY .

1: Z = 0
2: for i = 0 to m− 1 do
3: Z = Z +XiY
4: Discard least significant bit of Z.
5: end for
6: return Z

This algorithm can be implemented by an ECMMA, which is a reduced
version of the ECMMA for Montgomery multiplication.

One issue that requires care is that for every symbol arriving at the top level
of the ECMMA, which is the level that mimics the LZ78 tree, the ECMMA
must compute a product between two probabilities - the aggregated probability
of the prefix and the probability of the new symbol. One way to achieve that is
as follows. The alphabet of the ECMMA is a set of tuples (γ, δ, i), where γ is in
the alphabet of the LZ78 tree, δ is is the alphabet of the multiplication ECMMA
and 1 ≤ i ≤ m. Each input symbol for the the LZ78 tree triggers a computation
of a product of probabilities. The probability of the prefix, which has already
been computed, arrives in the second component of the tuple (γ, δ, i) over the
next m input tuples. The probability of the current edge is sent as the output
from the top-level ECMMA to the next level ECMMA over the next m input
tuples. The last component in (γ, δ, i) increases from 1 to m over the next m
tuples. Therefore, new input symbols to the LZ78 tree must be spaced apart,
so that if γ′ follows γ then there are m tuples in which γ appears and then γ′

appears in m consecutive tuples.
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