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.DMIDDN NX TIND DX PHNN , DY

NI2YN MO IWAND NN NINYN DY NPONY DINDNIV D932 WDV I POIN PR, NNT TND
VP NN VI, NNDOND MYMON NIN MDD OYNI JPINDY NNIYTN) TPNPY TIT2 OIDN
ININN VIDOWY ,TD90 .7NNPYIN PIY/-2) THPNDNN NI MDY 9NN DIDNNI DXANWN NDYI
MNY ODOIN 7NNPYI PIYY DITPA HNONIVIY NPNY NYY DITHNN M) NINDNI DNDNIV DO
PIYT VI TNND YN TIYNI GOIN IMAN NI MIPN NAPNA VIV PVIPINT NVN NPN PON

YW N7PNIN MDY YNNI

YAIN PP JIND WITY NN OIMIY PN YW THDIIN NYWIS %390 NYINL YAPIV 395 NN Y DY
YYNN 129,17 NNDN MIYTN MINTNOVA WHNYND 1NOY NN NNDONN DY O0I9N NVIIAN
MINN2 MVIINPRY 7NN NYNI ,IMIAN NYT NN N2 YWY DY NN THYIN PONIN

17T MIWNND DY PHRI NI 2P DY IINNN

DIV TIN, 7NNV LAVND DN MIPNIAN NTYY YK 22IWP T TY IDO0IW NIV 23N NN
NN )N IWOND ,107130°NNN NIMONINN NPA7-N DINNA IRIYI INDINY DOVIPIP MNIPY

.10

Nw1»2 (OECD -n) MNmanin myTan 1IN mxonn Yy ooan ("Trustworthy Al») #n3mdnn mmMONSN N7 »MvdXan 10
PN NNPY YR OPMONDN NI DOVAVNI OOPNX NINIPY 99191 NYNIN MNINDIIN THONN NIV ,1PMONIN N»a
OECD, Recommendation of the Council on Artificial Intelligence, : 187 .DMON NOIVIM MXYNNNN MONI

https: //legalinstruments.oecd.org/en/instruments/oecd-legal-0449
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1N ,1ONY PRIV 295 .PINN DY NPDOINN NX DIWINY 19INI DNINNND DIYSNN VAP DINION
NN DN NINY THPMONDN N2 WINOY DY DN 02901 DIIMINNN YD MPONY NN N
YININY DIMNDDY TON NYP HINGII )NDNN MWD NI HY ONIIYHN MNYD DINDPON NN DMINPY
NPMHTINN PNV DY) NN NI YN PHNRD DY L,IPYON ,NIT MAWNND DD
©229NRHN DIYNN DINIDY NINN ,NMINIPYY DD DNIN YIDOY TN, TI0 NNHRNNA .1MINIA2
AN YT PINNY — IV 00N 19NN DY 1PIP0 NN NYVN DY 7972 12NN XON N NION

.DMMDNOV DIYNNNI AN NIN OVININ

MNMAN MPTHNI ONNINNN DIIION NN GPYN )N NN ,NT NN NNV NIYN D wiTy .11
1% 999,790 2N MNS KD .NPMINDIIAN PMN1NNNA 1) D9 NPT YN ,(ONIY N HHOY)
YYD NI T NN LIPNY ANPY O9D PO TININOVN NTYWI NNNINKD NPIVNON NI NN
IUAND NIVNA NNT YD), DININKD DMNMYNOLN DNPNYN 1P MYDNHN MPPLPINL NV
N DIVIN DN, NINT OY TN .1INN DINIDN DINNNY T TIYTN INTNOVN MOIND DIDPM
DYNRY DD 099,112 NINNOVII PV — MNNAVLANNI PYN DY NPIVNTNY VIS ,NNT NIONA
.DNSY DX TTINNNN DY O) OMN DXNNY TN ¥ 190 ,NDN D55 DOvAp

10 PRI LAINND VNN N PPA-9T BY MITTINNN DY DARNIY VT )oND ONDY 295 MDD .12
29 W) NYATY PP 9T DY NN NPON DY DMNDON DY MTTIIND TNXY .7D0P NININY”
,DN09IN ,1ONPN YHNIN) NOIYN DINWN DNIPNYN 191D VNONY IDPON NN T8O .PNIOY
N DY, IV NN TYNHRNA D) 91T 19IND )IDPDN NN NNNY DOWIT (NMNNOVLIM NTYN I8
YTV IPANY MMIDIAN DD DY NN 12919 NNND MY N8I DIMY DN DY MNNON YD
MINAN NTYN DN DINDINT DXNINN DY ,TPYOOY APIANY 191NN DY PHR NPNRD NNDIND
NOWN HY D1VMIP DOWIIL DY DN XTI OVNPD YN DY DMVTY NNON PWININD TN
JUANDY YTNIN NPT DY NINNA YOONN LPYNRI 27 NN PNIOON NN NOVN ,NNT DY .MPNIAN
.DYHWNY DD NN INNNND TIPIN

TPMONDN N2 JIYON M IN NNV DY WY 7D YXIN ,1ONY NXPY DIPININN ,TOY ONNNA .13
YD DOVININ NPNY DITNNHNN DOVNPD DNON NPINY DIMANT DYNINIV DIYNNN IN NINY
: DYNAN DYYYHY DXNNA

Y0 D) 21952, 0710100 DOYNNN/NIMININ M2 PN VD PN YD VNP PN .N
NP2 PN NP 2T IPIND O DY ,AVNND NP ONTNOV PNDYD MDD IOV DN
1L MmONOND

NPON DIV WNINNY DOWPN DY INTAIY NININ 1XND II1NN PONPDN PPINIY NN A
PINNY 2D VA NP ,DNINN AT HI2 PVLIDA X DIPA ,NNNNIA D5I» PLNPDN PN
JTI21NYN Y9980 DMDNOVL DIYNNNI I8 NION DOININ DOWIPN HY TN ANNN ION

191NN Y23 DY VDI IPINA NNY NX DIVIN YVNPDN J9INN DOND NNPYVLN N NINOY MDD .)
(PIND 1N2 PYD 29D wITID)

MXNT I9INT XN MNNAVTAT IWINRN 1D),¥IPN JY NPOLINMND NN PITIT NN HY NPNY IWIND INHNOL O 1D 1L
SV NYID WINIY 91 TN NIV NN NN DYDY NT YT NNINA YOOY 7O, THIMONDN N2 PN 1IN 121NN 9 1283
3912 T INT )DY0N NI PONY DXVPANN DINTY OMIN)
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https: //7www.gov.il/BlobFolder/guide/knesset-elections-
law/he/laws_old_decision_books_Lessons_from_cec_chairman_25.pdf
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DN NNOND DNV PTNY PN TITHN JOIND MODNA D) NN T Y .DMIDTYN NDIMYNN
A9N2 PXIW D DY 19N IHIMONIN NN IMIVMD

VY N2V DXVUPIN NN .DMDN MNDA DXNNDIND NNTHY NN XD NN NTHYN D WITY )01 .18

952,190 XJY PONYO YN NXOND TWIN 1NN 2D YYNN NN D) 1N NI ,1MNIDA YI1OND WNIN

YD HY NPTIDN NPYONN NNN NNMY 19IND DMVIN/N DNPNYN P2 7IdPNNNY X1 PHY

NTNY YO DNYIDIA ,0XIMIAN NI MYP ¥ 092 MIPNI NOMYN DY 5551 MIPNIAN

WIAPY T NTNRYA YN DN DIDHD NYIAP ,NNT NN .NMTPNID MIDNN PNHND VI, NIOWIN

, D00 N2V NOMIYN DX DIMNYNOV DY MOWIND NN MNND NN DY 00NN PHYN 05D
9N DYDON DOYINN DINDONN YYNN DINNY TIN

Y0NI0 1N HPANN 03290

NYI9NY SWNRN 11270 IXMND 1PN 9T NPAND NN TPMININ NP2 WY YITH PIA0ND TN DY .19
MTIN OMPN IPNNN NN T INTNOV MTIN DY DMPN YN NN NP PO ,MINI22 7NN ONoa
, NN MOIWN NNNDNA N DYV NYID YYD MTIX IPNNND VI NPNIAND PMOOYN
MMY NONY IMIND NP DN DTN YD IN2Y IRIYIT DMINPN NYIUN SYNINN PN

A DTRY NWIND DN

DMV DMDN NPXDINNINI PYINIWI,MYVND INDID’ ,PVNPD 1IN

INNNN PYOND 121N ,PI9-9T NPONY NINY TPNIONRN NI VINIY MWYD 1) 50N NN .20
5Y0INDIAN DINMIN NTY NMIT 14.00PVY DNVID 2P ,NNNN DIYNON, DY DIMNDN PVININD
MDIDN 1DV G SV TIIN 1IN NKMY NPDN NN WIXITN 2026 INII291 DONAY VAT MNPV
,DYNINDII NITOI NWPAD ,0MNINDI DXNNIN DY NNV YT TIVI NITN .NIXY PMONDN 1IN
NYIN ,NYTN .OMDYAD NYATIN THINTIIY PNV O 1IN NPITN OYP )92 NN TN DY
NNOWY ,TPMONIN 12 XNNIN 100-H NOYND MANNYNL 1IN ,1HX2 YYD )PPV DI 1NN
YWTRN IPNNN DY NMIITY NPN NP D010 NITN .OMNINDA DNNINY MPTH 30-1n NOYNY
-1952 MW 3 PINN MTN 5. PMIONDIN NP2 MOIYN DY DIDPOM MDD I2T2 1NN NITYN
MITN ,QONA AT ¥ 191N PAD OTPNX 19N 2 PNIAND INY NN NYPY TOD RN 2026 MV Al
NNIND ANIN NN OMPNT XD DN ,PONPD 1IN NMTY OPNPNIMNON D9 DINMPY R D PNND
PNIYINNY DTN

TINNI INMY NININ YOND 12NN IRNIND NRIIY THPYMNND MYLNN DY DIWIANN D27 OMIPNN .21
DXNMIND NTYI NITA LVIYNDY) 2024 MVYA TINY (meta analyses) 2MI IPNNI .MP¥ND DX
Y PY0N IPNNN . SVNID 1IN MM DOVIN DY MM PPN 1IN NN L(MININDIN
NN MDD NHYH DOYNNN DOVPN TUND D) 1) SRIPN NN YONPD 1IN MM NI
YWY NN MYVLN DY NIPDN NNNIY NN DOWITH NON DIRNNN 4.2y MPN DNYIVN

21PY VOPL MNP MPNIV VIV ,DIP NATNN ,MNTY DN NN IN G0 NATNN MY deepfake NPXY MiprdVN 4
DYDION NN HYNY INT .LOPL NI (7]ip-syncing”’) 112375 MNNN ,("face morphing”) ©XMNIY DY, MNP PHNNY 7T
Federal Office for Information Security. Deep Fakes — Threats : 173172 92010 N)N2 POIWN XNOWNNN NINRD DYV
and Countermeasures, https: //www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-
und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes node.html

International Al Safety Report, p. 45, 47 https: /7internationalaisafetyreport.org
A. Diel, et al. Human performance in detecting deepfakes: A systematic review and meta-analysis of 56 papers ¢
p. 8: "Deepfake content is becoming increasingly widespread, realistic, and hard to detect. This meta-analysis, the
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https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Kuenstliche-Intelligenz/Deepfakes/deepfakes_node.html
https://internationalaisafetyreport.org/

N2YDD DN MDA INYD) DIIT DIRINN .O0MVND DNON NPINY NINY THNIONDI NP2 VINIWI
18911 DNTPIN DMIPNNND DININND DIVYYND NIN DINNNND 17 OMONIN D1 mMmD

DYTIY DX AL PN 1999 MY DOXYIN : ANPN NINON NIN MNINDIIAN NYTN PINNY 319D NID .22
APY OINN NN INPYHON DX MNY SR DMP) ,DMVNDN DIONN NPON MK DNV I8P
1993 yoIN DY THNNNY M Yy (multilayered) 71 naow 297 NOAN NYATY ,DNNIND DIV T

AYAVNY G0N XMYNYN N0 DY WIANN IMINDPIAN TN YYD JI9IN PYVND MOON T8D .23
MTN 2NN NI TPMORDN 112 MysnNa (Yinfluence and manipulation”) N899
YNYOY 09NN NN DIDYY ,WIOWN 191N 981 MDD TPNIONIND NN MDY D DIMNN
MYT NNOND AL WM VDY D) DININDD DMNYMON P IDOVNY INRY 19N DIVIN NYINY
SNDNN PON NN WONNY 91D AT X 5250919010 1IN NN D DXPNID NYTN MAND 0. NPNNP
TPMONDN NP2 P 1IN HY NPDOVPARD DY DIXPYNN DIPNN DY NN NNY DYOLNN DN
21 NUA DINNIN DIPRY DN 3 DY NPVPON NN MNSDY ,0OUIN HY MIMNN Yy Nyoswna
MTTINNND DOYNNND Al PP DION NIIDY ,POVINT NNMINN NI PID,)1DP0N DINNND 095
NI2INY THPNIAOY 29 DY) ,TI290 ,2MNN 72T 2.0°T DMDVPIND NN DIV ,iPND9NIN DY
1207 DINNN OYSNN DY NPDVPIND

first on human deepfake detection, found synthesized human performance to be at chance. Across all stimulus types
crossed chance levels. Thus, deepfake detection (audio, image, text, and video), 95% confidence intervals
performance is not significantly above chance for any modality or overall. Performance remains relatively
and video), with lower accuracy for detecting deepfakes than ,consistent across stimulus types (audio, image, text
real stimuli. Finally, strategies to improve human deepfake detection generally succeed, though not consistently”.
https: //www.sciencedirect.com/sciencerarticle/piizS24519588240017141via%3Dihub

Barrington, S., Cooper, E.A. & Farid, H. People are poorly equipped to detect Al-powered voice clones. Sci Rep 17
15, 11004 (2025). https: //doi.orgs10.1038/541598-025-94170-3. "The quality and realism of Al-generated media is
rapidly improving. Given the results reported here, there is good reason to believe that Al-generated voices will
soon be indistinguishable from real ones both in terms of naturalness and identity. While this should be considered
a triumph for those on the generative side, it raises real concerns for public safety. Our results highlight that relying
on human perception to detect Al-generated voice clones is no longer consistently reliable. Thus, improved
technologies that can detect Al-generated voices while protecting the user’s privacy will become essential tools for
preventing phone-based — and eventually, video-based — frauds.”

Kobis NC, Dolezalova B, Soraperra I. Fooled twice: People cannot detect deepfakes but think they can. Iscience. 18
2021;24(11).

International Al Safety Report, p. 49. Detection and watermarking techniques have improved but remain
inconsistent and face technical challenges (333, 335). Technical developments in Al content generation can also
undermine their effectiveness. For example, a study found that deepfakedetection benchmarks — curated examples
of Al-generated and real media designed to test the performance of deepfake detection tools — are outdated and
perform about 50% worse on real world deepfakes than on the benchmarks usually used to evaluate them (317).
These limitations mean that multiple layers of techniques are likely needed to detect Al-generated content
with a high degree of robustness.” (emphasis added)

International Al Safety Report, p. 51. 20

International AI Safety Report, p. 51: » Several studies have found that, in experimental settings, Al-generated 2!
content can influence people’s beliefs at least as effectively as non-expert humans can. These studies generally
measure people’s self-reported agreement with a statement before and after exposure to Al-generated content:
either static text or a multi-turn conversation (361, 365, 366). A large number of studies have found that exposure to
Al-generated content can significantly change people’s opinions and behaviour (367, 368, 369, 370, 371, 372, 373,
374, 375). Persuasivenessalso increases with the scale of the model used (Figure 2.4). Some of these studies have
compared Al systems to humans and found that Al systems are as or more convincing than non-expert humans (see
Table 2.2) (376, 377, 378, 379*, 380, 381, 382, 383), and can match the convincingness of human experts in writing
static text (384, 385, 386).

International Al Safety Report, p. 55: Alternative mitigations, which focus on protecting users, provide some 2
value but may not be sufficient on their own. Some researchers have suggested that improved education or Al
literacy could mitigate manipulative effects (436, 437), but there is limited evidence for these claims (438). Labelling
content as Al-generated has not proven effective at reducing manipulation (439, 440, 441), and users who are
knowledgeable about Al or interact with it frequently are just as likely to be deceived (381).
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https://www.sciencedirect.com/science/article/pii/S2451958824001714?via%3Dihub
https://doi.org/10.1038/s41598-025-94170-3

National Institute of Standards ) NIST »21¢» 1 »p>10N0 DOPNN 190D DY PPN VPN 1NN .24
DY DD DMDIN VN NN IRXIND DND DY MTHNNN XYM (and Technology
NN ND9ID I TIY NIYIY 2250110 191N NNON DY 7 TIYN NIVIYY HYW N9 19) 2310 YOVNO YN
maoNr-n adwy  23(vPublication”)  royon9r 2 (rCreation”)  Dmn NP 2OY
M327 DY DOWYI NXANM DIDIN 22DV .ONVN PIVIIY WHIN NN 12w 24(Consumption”’)
TINAT MMANND APY DX DIDPDN 19971, NPNIINN MNYIN 12NN NN MNTNIVI MYNNNI
27550971 2NN DO

Citron — ) Chesney D2nnn D8N P»9-9>T MDD HY DTN DXDPNN DMIPNNN THNA .25
7Y, (MINN DY IN DIN DY TIT2) OININDY DX N DIND D1 P»9-9>TY DIPIIN NNV NN
MY NDIDN NN SNMIVHWA 1I9IN NDTIN TININOVN T NN IPNNN 28,072 DIDIVINY
MY NNSWINY NADD DI ,IN NN DIXIDI ,INY DINNN DINI) DIAVTINY DIWD ,"MINISH
DN ANINI YANKRD NPNYY IR DOSYN 752, APDOUIMNP NPLM NPNIAN MNYI
YVIPINTN NMVN NMINY : NHAND H9I1ON PN NN D) NON ,TNOD PN NN P RY DOWOXTH DI2NNDN
,PMYIT NP Q1T DINNWI NTNPND MY DY DIYIAND DN MIPN IYPNL .MTON )IIN DY
.11999NY DY T PN TN VYANND 290N IPYNY T ,ND°9N->N22 NODNN M9 I8P 19T NN 1N»N2
NN PTIRANTNY 9P IWARY TOD YT NDXNY DI : 7IPYN TITDT IR DONN DN ,0N2
PN T92) ,P»9-9>T Y YOI NPIVHNR NPNRI YWNOND PNY OO¥I0 NP 5P Td ,NYIOWUN
PINNND

NON M1 YANN NIPON NNXIWY NN IYITA 1T PR DTN OON1D 1IN DY PPNN NIPHNIA .26
MIINA SVNID 1IN NPON P9 RY TWANMDY NHYOND D DT, W1 199D N2 WIDVNY TON NINNIND
M2 W OMYNYN MHITTH NP 299599890 19 1YY MHIYWINR ANRNN N NIN N3
DMNLDANT DXPN NN NANK PPT NOMIY .IYTNY DM NP0 NN NN NPNONOVN
,MPVN NID TAR DN P P N0 MY P2 MNIAN TIN POVNPD 1IN NYIY YINOIWN IRNIND
TIVA POINMN NI NN ATV PHRND DIWIND DN NHOIT ,PNY NNNNKD DIN YONPON 1DINNYD
DWYYY DMINMNN DIVIA INLYIDUN 1IN (DMPPNN XOYW) IPR PITHY OIT HUNd . Pin XNy

National Institute of Standards and Technology, NIST Trustworthy and Responsible AI, NIST AI 100-4, 2
Reducing Risks Posed by Synthetic Content, An Overview of Technical Approaches to Digital Content
Transparency, November 2024, https: //doi.org/10.6028/NIST.AL.100-4 ("NIST Al 100-47), p.2-3.
»Creation” - »Synthetic content is produced (generated from scratch or modified from other content) by Al tools, *
either from generative model developers or from downstream tool developers, and by users using these systems.
Content may be edited and modified by users after initial creation.”
rPublication” - Synthetic content is uploaded and disseminated by users and publishers across platforms, 2°
websites, and other digital channels, or published or broadcast via non-digital channels such as print or radio.
»Consumption” — »Audiences interact and engage with the synthetic content. This can include accessing and 2¢
interpreting the content, reacting to or acting on it, and interpreting or acting on any accompanying disclosures or
labels.”
1NN MNYH YINOY PORIYTD DITVINRD IO : INT ,IRIY DINPN DINIWI NPNIIN MNYIL WINIWN NWY DY 7
NYOUM NPNIIN MNWIL NN YIDIWN NV DY TRI0N ,D79INT DM DY 2025 111D : INIY D2INPN OIMPY)
DYDY Y95 9I1¥0 H9Y1D, MINTNOVYHN PAD NN TIMONINI NP2 TINYNIVI VINOY P WP DY YNNI NPT DY IHIMYNRYNN
N2 HPNIAN MNYI NIINVIRND NPWN PINIYIN DIIVPND TIOX INT ,NPDINS MNNN TNEY MNNIVLIN Hv
2025 OND MDA VITVIIRD YPDN P Y00 NN NPPD NP0 MINNNY IYNNNT  NIMIANIN
mnMNavaN  Tpon  Nwwa  https: /www.isoc.org.il/wp-content/uploads/2025/05/the-algorithmic-sting. pdf
(12.4.2021) 9390 NN =N14NN MVLILPI 1) NIRTY 7846719 ¥7)1 : INT DNION NXANA NINPHN
25 27 o9 myn ,Chesney& Citron, p. 1771-1785 28
Goodman, Ellen P., Synthetic Content: Default to Distrust (December 09, 2025). Case Western Reserve Law 2
Review, Vol. 75 Iss. 3, pp. 1- 47, Rutgers Law School Research Paper, Available at SSRN:
https: //ssrn.com/abstract=5236368 or http: //dx.doi.org/10.2139/ssrn.5236368
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MINNN NPPNY :ONIIYN NIN NIWN NDNN MVLDYIRN PN .NIANT PN NINN DY MPOY
TIAD MITIIW P2 PNIND TNSN MDYNDY ,NNPNRD NWDY

¥ NIV, M7PN NOIYHNI PVNID 1IN VIOV DY 11T TUNRD T2NN NV ITY OINIA NON DNID .27
TONNY NANPINY DINTN NNDN,DXIMAN YOV TIXD OVDITNDI NOWD NNINY MDWYN TN TSN
PNONOVN HY MIYIRD NYAVNNN ¥Y21IN DIXY )1DPD NV TN, MIPNIAN

MH’N2 NI9¥NI YVNI 1IN NPANN DINION

PN NMPNA NVIND NINYNI NV DY NXI1AD DINDY DY DINNINN DINDON Y9 D 120 .28
PYONN SNV 8D OMYY OPHNI MIPNI NNPNL DN DNDON T2 Twnina
NYNAY DYDY DD D) DIIVYN ,NMTNA DY NYININ NINPN NAPNA DN DY NN
D021 DY .NIT MAIYNNN NMYINT NNIODN 19) DX N2 DI TN DY DX THIN P PNVA
NN MY DY DDIANNY ,NNPYI PIVI XTPAVN NP DIVN DT INDNOL D52 v 1o NN NYN
NINY DPRD NNXIY APY,NMPNYI MIND NN DY NP NYT NN GPT,INNN DY X1 HIVIN
STNPHA YIOUN INIY PINI YT NNNY Gpwn

vXT Y 2026 MY (World Economic Forum) »a5wn 9955510 01190 v nivn DM12°00 Ny1a .29
MONMNN Y910 ,PMONDN N2 YD YIDYY TISHMAPRDI TN DOYIND OND0Y ThYN
1N MNINND DMV IYNINIY MINAN MII¥N Y93 %9 181 MTN 0.1171PN2a MIAyNny
193 1} NYOIN HY NYIY DI 199 , 0999110 DN NIWY NYMOININ NI%A3 YINIY MNIY 1N
SV MNDNY D33 PNNN N NYDINY TIVND 1N 2D PINN NYT .AYIYN 1929197 TNEY 097 DN
DIMA HY N1 NYNAN XIN GO YYN .INY MYIDUN 1PN 1MIANYS 191N 181D 1PMONDN NP2
YOI YTNID DXONMNN DWIN IWNRD D) YD NIRIN OMIPNNN TAN ,4ONL HSDVPIY 191N MMND
3192 NININY VDN NMINTN DY TPDIOW NYIVND NNIAN PYITY PONX NHWNT, PPN NINGD YONPD

M9 019NN , 01097 DITPINA NIEININY PYOAY NTNN MYINT NP MIPNA M¥Na .30
1T PN WM M990 dnYa MOINN MYaPNN JnaY or1ym onv 27 decisional chokepoints”
o»PY ©MIPN O TIM M (“debunk”) X THANATY 9N YR OY THRNNY SM

33 nyaynn

Insight Report, World Economic Forum, The Global Risks Report 2026, 21st Edition, 3¢
https: //reports.weforum.orgszdocssWEF_Global Risks Report 2026.pdf, p. 36: 7Over the past five years,
deepfake creation has become easier, cheaper, and more convincing. While the use of deepfakes during the 2024
“super election year” was still a relatively new phenomenon, they have started to proliferate and have a greater
influence on politics and electoral processes. The weaponization of deepfakes can undermine trust in democratic
institutions, contributing to more political polarization, and can lead to the incitement of political violence or social
upheaval. Recent elections in the United States, Ireland, the Netherlands, Pakistan, Japan, India and
Argentina have all had to contend with such fabricated content on social media, depicting fictional events
or discrediting political candidates, blurring the line between fact and fiction. As Al is used to make such
content more personalized and persuasive, there is a risk of greater impact on elections. For example, research
has found that 87% of people in the United Kingdom are concerned about deepfakes affecting election results. But
while awareness is high, many lack confidence in their abilities to identify when content is manipulated.”
(emphasis added)

Hameleers M, van der Meer T, Dobber T. Distorting the truth versus blatant lies: The effects of different degrees 3!
,of deception in domestic and foreign political deepfakes. Computers in Human Behavior 152 (2024)

1778 Tmya ooy 27 ©»9w nayn ,Chesney&Citron, w0

Narrow Margins and Misinformation: The Impact of Sharing Fake News in Close Contests 33
https: /www.mdpi.com/2076-0760/13/11/571: »While it is not possible to ascertain the motives and knowledge of
every candidate sharing political misinformation, there are proxy measures of related behavior available for
analysis. Recent work by Kornberg et al. (2023) shows patterns of 2022 candidates sharing posts related to the “Big
Lie”; on Twitter, Facebook, and Instagram, there was a much greater volume of shared bogus claims leading up
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1919 INNRY OX D) ,N NI MDD NINN KD NYIYN XN TYNIY OVNDD YN NDIND N9 TUND .31

PN YN QUMY ANIN NDND WX DN YTNIN NN XD ,P1IND YN I7THY MYY MIN

DYDY QUN) INIAN TUNRD ,0OIYY D DY NI 3. NNND YNNI TN 90N X9 IPYnY DIVN NNY

,MYVNN N )2 YUY IIANNT INIOT IR YN 910 NINY 19N — MIPNIAN DY TINDL YVN1ON

LU THDAN DY NNWIMI DY NPIPY NYT NXMN N2 NYINL YR ,OWNY I \PNY P vw oan

) ©IOPAN-MY MONR MYNIA W) 61/21 57aN) 21-N NOID MIPNAA )Y MDNIN DY NNMYRIA
.(08.04.2019) Facebook

TRV DY NN (PTIN) 2P NVOPN MIPPNIAY TIND THNDA DN MPNYDI MINIAA ,HWNd 75 .32
TAN DY PV 29NN PIVID DDND MPNV B5.11PNAN X G0 PONN NXIN M9 210N
36, MIYANNN NPIZNA MIWAN NNV INYIIAY DP21NY DX THVINN

NYAYN YI9XD YONID 191N NPINY NINY TPMONDN NIP22 YINOY HOYIPN DY NN 1PNDY NDav3a .33
37.2024-2025 DY NN MININ MIIYNI

NYavn 0’NI’*o VY99 NMm

by Ny nMmYm Ay Deep Fake yvyv
38114999
PNVIANYND e

NN AL MYSNNA I¥NY DM MOANI VIO
MmN NPNNTINN

MPNIAN INIPY PINNRD NPVINIVLN MPIYN TONNa TIOPN
#90-n NPT MAWNN @ YA YOMP PINP MNOWID NTOYINN 1DIND PIM
170N Meta-) 9nn N2)0 MIPNIAN DTN 1PN

X nwI2 LYANNS TWNN XIN TR ,NVI0N NN

PIONP MAPYA MNOWIY MIPNAN MNHN A

392193 Y019 NYaYN
9PN I YAP LOYNPN P e ' '

NX 95 D0 NYOWNN TINNPNAPRDYT PIANPI 1210 MAPNN IN 85 HyNn
NN NINN TOYINA DNNY 2024-2 MNOWD MIPNIAN ToNN3

anp ,Deep Fake mysnna axwn pa po1n-19 N
790-N NPT MAWNN e Troll mysnNNA 2315 YN NXON ,PIVPOVA DV

NOON NNV S NPPN Mapya .Tw Factory
MINSIN NN SV I SNPINN WHMA PIND
DD MAIWNN HWA MINOWIY MPNIN

NIt Nyavn e

to, and eventually peaking on, Election Day. After this period, there was a substantial decline in the post-election
period (Kornberg et al. 2023, p. 15).”

Soroush Vosoughi ef al, The spread of true and false news online. Science 359, 1146-1151 3
(2018).10.1126/science.aap9559

https: //7www.wired.com/storysslovakias-election-deepfakes-show-ai-is-a-danger-to-democracys

tabuz, M., Nehring, C. On the way to deep fake democracy? Deep fakes in election campaigns in 2023. Eur Polit >
Sci23,454—473 (2024). https: /7doi.org/10.1057/541304-024-00482-9

NYTIN 701N TVYIPI — NYAVN Y20uNI”7 ININD 1INV 9PN NN INSS oyvn DI1P19N YY 9PN P2 NN NPPON ¥
https: //www.inss.org.il/hescircles , NIt Nyswm

Necva Tastan Sevinc, Anadolu Ajansi, 26.10.2025. Deepfake video targeting Ireland’s president-elect sparks *

election integrity concerns. Anadolu Agency. https: //www.aa.com.tr/en/europe/deepfake-video-targeting-
ireland-s-president-elect-sparks-election-integrity-concerns/3727224 (Anadolu Ajansi)

Rodica State (writing) / Oana Ghita (reporting), Agerpres, 16.09.2025. President Dan: Romania will not*

tolerate any foreign Interference n 1ts democratic process. Agerpres.
https: /7agerpres.rosenglish/2025/09/16/president-dan-romania-will-not-tolerate-any-foreign-interference-in-its-

democratic-process--1484695 (AGERPRES)
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Al-2 w1OY HYDIT INDINR NN D KNI 1IN
NN NYPNY NN ,NIT NYAWN SYNINY DIDIT IWN NN
MPAN NNNNT DYDe e VIOV NAX) .NIT NYOYN PAD NN NOMYN Pa
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PNTPRA D970 NNYPN SYSNND MINNN

53201 AN913 NYIVN IYNIN MYNNNI NI MIAIYNNY 099D

PIIT MAIWNNY DYNINN O3 DN DY NPNN 1D 11390 SYNNIN NN P1I-TI VInOwn .34
N9NY N9 NYID WINDY DIVIY NON NYIWN HYNIN 3 HHVINTN 2NN 7NYIVN SYNIN” MYNHNI
D5 9919) NPLININ PRY MMM YIDY 2D 19IN DI MYSNN OHVINTNH 2NN 0NN

Vision Times News, Vision Times, 02.11.2025. Beijing’s Cyber Operations Allegedly Manipulate KMT Chair *°
Election With Hundreds of Millions in Funding. Vision Times. https: //www.visiontimes.com/2025/11/02/beijings-
cyber-operations-allegedly-manipulate-kmt-chair-election-with-hundreds-of-millions-in-funding.html ~ (Vision
Times)

Ichihara Maiko, Nippon.com, 27.10.2025. Japan’s Upper House Election Reveals how Russian Influence *
Operations  Infecting Al  with Flood of Propaganda,  Stoking  Divisions. — Nippon.com.
https: //www.nippon.comven/in-depth/d01170/ (Nippon.com)

ISD Germany, Institute for Strategic Dialogue, 10.07.2025. Country Report: Assessment of Foreign®
Information Manipulation and Interference (FIMI) in the 2025 German Federal Election. 1SD Global.
https: //7www.isdglobal.org/publication/country-report-assessment-of-foreign-information-manipulation-and-
interference-fimi-in-the-2025-german-federal-election/ (isdglobal.org)

P2 PNY DY WAVNY YTI NYIY ININT P JPNYY DOYNNND 2199019 PIND 7NIT NYAUN” DY IANND NN 79 19 43
ONING NNWY JY BN MNPNRN Y53 YWINIWI A9t AYOUNY TN NIN N3 YPI DY .TPNINDPIN N7P12 INK ININD
19013 9NN 1PNY HY ¥aWnD 215 TNN MMIINDYA 1PNV ¥ By (0919 007 ,0°9555 099NN 0999 ,0201MYaT)
19T NYaYH YV 01N 1o (foreign interference”) 7N9% MAYNN 17999 951 99 TUNNA VI 1Y PYNY
TN PNY DY vindwn IwRd (foreign interference) N1 M2 ynn awnen (foreign influence) #nay Nyawn” I3 nw) *ab
, D200 MUPNA AYY DPINT IN NMININT , 0¥V THNI INND JPNWN YT Y 2WN) INKN JPNY WAUND 3T THIMIND NNXIya
VTN NMINPNIZ TNPHN NN ANDNY TYNY - 12 OUYI NNV 19IND X N3 YYD YW 11599 PAND ;920N 2N71H2 V19
.20 YR T DY 920N 2NN MDA YT NN NIT YAV MY DYDY DOV NDN Y NDISN NPVWNN PYN NINY SOININ
19917 YDIND 1INV YINNY NN L2024 INIA 2, TNPHD DIDP ,7DONNNIY MIWNRN — NIT MAIWYNN NYIWN 1T 19
https: //www.inss.org.il/he/publication/influence-and-interference. y¥>111010 S¥ PNNITINHN IPNY
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5. M1PNIANN MNYIL YT NNON DY MTTINNNA DXNVPH DNNND PAY M9
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,NDISN DY MPMININLYTND NN NMNNOVYD DN DYDY 070NN DNIPNYN NIY TININN
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D977 7273¥2 29YNNY 1T MDY NIVN .NINY THINONDN NI YINOY TIN INIWID NIND NINONN

DXNINNX T NYMORD NOPONDY ,MMSDINNDTI PNAX 10N WIND MPIdNNN IR MDD OSXRIW DV
47,0917y

PIXN APNNN .25-N NI MTPNAN NP 1NN P2 VYAV NINY NYAYN MNWYI INDND 1PN .37

DNTP NN IRV MIND YIDIN DY TN DNP DY WAUND NIVN NYYI NPINTPND MNYIN NNN YD

N2 OV PP INTP T2 T2 YINIYD 1DI007-D INNNY PO P12 IR T DI0N
L1951 PPN YDNINY P37 YI9IN 12PN NNINIOY MYPNIAN

.EU Disinformation Code of Conduct -n S¥ m1Tnn NX PN,y 10 DY NNON DINON NYOWN >yxan v qwpna 4
DNIPNYN TAR NINNNN JIIND NXIN NMNPNAVIA DY DX YININ OM DMV DD 1’2 NPYA NN NNPN NN NON MITHN
NDD 9N NYOLN N MIPY 1DIN NN “misinformation” : 735 ORNNA .AND YT NXON HYW NYNIN) NNONA DPNMIVIYNDN
.29 DINA NNOWYMY DYIIN DY 21D YN DANWN DIVIN TWND DWNY NPT NN 191D NYIVNNY MNP DIND NMd
NN P NPY 51DW OV IN DD TY OTPY IN MYLND NN XNNN NYVLN N AND ¥ N ~disinformation”
T ONP DY WAVYNY DMNINDIL IN DPMIPN DNIPNY T DY DMININD DINNND POINND 7790 MYSNINI NYOYn yyan”
193901 AN913 NI AYAWN” 21D YN DIV DORNDKY YR MNPH NPNYN D915 00V DYV DIYNNHN MYNNINI
IN I NI MYSNNRI VXM NNIN YN NN WIAYY DINHNHD IRV AN 20T XTI YNINHD PHND DI 7172 YY)
European Commission, The 2022 code of practice on disinformation, https:/digital- .70 P2
NYDI MONIVIDNP NNDN OTPN M91PND TINRN .strategy.ec.europa.cusen/policies/code-practice-disinformation

.Foreign Information Manipulation and Interference ,FIMI owa nyymn nt
YO DID TPNIND MY, GON : INT DT XUN HNIYIIY DD DMNRNNRD NPNIIN MNYIY DN 8NN NNNNY 4
MIPNNY NIHNN HY GMYN TNPH DIDID,MIONIY AN NNNNY DT DIRNHDN : NPNIAN MNYI NIYINNI NIT MAIWNM
,2026 ©ANNA 27 ,PYTINN NVNIND 1902 PWTIND YV NOTTINND IPNY PONM OMIND PNV

NPNIAND MNYIN NIYINNI DNINPN DYV '8N Yy /https: //www.inss.org.il/he/publication/national-preparation
NN Y GMYN TNPH DIDIY,HNIYIA NPNIINT MNYIL IMINDN NYAYN NIT NITIWNN L0 DD TIT,397IN DY : N
,2024 o302 10 ,pYTINND NYNND 10902 PYTINND DY TNITINNND APNY NOHNM OMIND PNV MpNnY
/https: //www.inss.org.il/he/publication/iranian-influence

TPONY MONMNM ,71250N NN NIT MAIYNN OY MTHINNND NOND NPXNIAOY 27 NN TSN XWYNA NANIND %
920N 2NN NI NYAYN DY DNIY MTTINNND DN OMNP7 PIDWUNR THHY INT,NIIIINN MIPNIN DT DY > HIN»N
SV TINIYTINNDD IPND NI PYTIND TIYND PNIND )NV XIPNND PNINN HYW GMWYN TNPN DIDIYNPNIIND MNYIN
/https: //www.inss.org.ilzhe/publicationsisrael-cyber ,2024 ©INDA 5, P TINN NYNND 157902 PYWTIND

NONN SV GMIVN TN DIDIY 79192 MAIN NN TONN IR NIT YAV MAIWNNY,N12IDIVID 3T, NYD? 180 +7
,2024 LOMND 11 ,PYTINN NYNND IDIN2 PYTINN DY TNNTINDD IPNY NINDM IMIND PNV MPNND
TN WVIDOY NI NN YD DMIINNND DNIMNN DT XWNA /https: /www.inss.org.il/he/publication/iran-influence
INPRY NTNYIY 1ON» : INIA NN : DY DN TIY YNNI .DMINKRN DMIYPNA N NIYONI MYN 2PY SOINDPN
NI INPN TV PNVIAY NN PI,NNDDN G0 ININD NNNN INIY 21 YN DXINT) NYIAWN SYNIN 29 19T 1T NOMN
DOWINY >TD DD DNIND TPV NIYANA TPNYN NN ,NYIW DIVT INNI YIOY TN DR DYXIN PYHYND) Pwnng
AT NINY I NININKRD DNYN YIDY TONNI ONTIPN NYIYNN YNNI TINDNN INISNNY INTY .7PMIVHN NN
DNIN VIOV TINT IIN DOYNIN PYRYND PYNND NNZIDM YNV YW )PINVIAT NDDIN P9 ,1P0AVNN NNNOIN TH NNNN
.DMDNYNY DN DNY O1HNIVPR DYDY NPIZNKN MTIPI DI OPINVKRN NYAYNN ONNNNY I TwNN 7DD
TN 79T92 MAINY NHNN YPI DY NYAYNI MAIWNT NNPDNIY NNATINN DX INNANY NI DINPNIY YN NT PR ,ININD
DYNYIIN 90N ,D¥NVNN NMND 19D HNIYWI DMNHNAN DINNNI YINWY MYN DIX)  NPMVIVONRND DIPMIVI DITP
PYTM DXNNNN NANIN TYHM PNV TN PVIYN NMITOIAL ,NOWNNA T2NN YIND TDIN, DI2IN DINIXIN DININN
DIIINY DINWYI 293D 19293, 190 I KI¥NY TWAN NYIYWNN INNNND NN .TIONRIYIN NIIN DN DOPINN P2 DIYOVN
09NN DN ,DONY DOINWYI HHWA DYPDIY 0599990 MNW NYIYNN SYNAN ~ 39 992N AW dHya  NPITNN Y9999N
1P BNMANIY NYR NN NIN 1995890 1PVIND DTN IN I DMTPN NI9NA KDY WINN U3 Iy YPNUN DIYNINI
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Council of Europe Framework Convention on Artificial Intelligence and Human rights, Democracy and the : 79 ¢
.(COE AI -y>n9) Rule of Law. https: //rm.coe.int/1680afae3c

COE Al - Article 8 — Transparency and oversight : ”Each Party shall adopt or maintain measures to ensure that ¢
oversight requirements tailored to the specific contexts and risks are in place in respect adequate transparency and
identification of activities within the lifecycle of artificial intelligence systems, including with regard to the of
content generated by artificial intelligence systems.”
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https: //www.soumu. go.jp/hiroshimaaiprocess/en/index.html?
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Hiroshima Process International Code of Conduct for Organizations Developing Advanced 3

Al Systems) https: //www.soumu.go.jp/hiroshimaaiprocess/en/documents.html
Develop and deploy reliable content authentication and provenance mechanisms, where 7

technically feasible, such as watermarking or other techniques to enable users to identify Al-generated content.

OECD, G7 reporting framework — Hiroshima Al Process (HAIP) international code of conduct for organizations 7
developing advanced Al systems, https: //transparency.oecd.ai/
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EU AI Act, Section 50, https: //eur-lex.curopa.euslegal-content/EN/TXT/HTML/turi=0J: L _20240168%#cpt IV 7
Coalition for Content Provenance and Authenticity (C2PA), 80
https: /7spec.c2pa.orgsspecifications/specifications/2.2/index.html

Al Act : A Practical Guide, edited by Rolf Schwartmann, et al., C.F. Miiller Verlag, 2025, p. 182. 8

https: //digital-strategy.ec.europa.eusen/library/first-draft-code-practice-transparency-ai-generated-content 82
Regulation (EU) 2024,900 of the European Parliament and of the Council of 13 March 2024 : 1x1 82

on the transparency and targeting of political advertising (Text with EEA relevance), https://eur-
lex.europa.eu/legal-content/EN/TXT/HTML/1uri=0J: L 202400900#cpt 11

See TechPolicy.Press, ”"Regulating Election Deepfakes: A Comparison of State Laws” (Jan. 8, 2025), 8
https: //7www.techpolicy.press/regulating-election-deepfakes-a-comparison-of-state-laws,.

See, e.g., Cal. Elec. Code (AB 2355) (requiring that political campaign committees use the disclaimer »This ad
was generated or substantially altered wusing artificial intelligence”); Col. HB 24-1147 (“This
(image/audiosvideo/multimedia) has been edited and depicts speech or conduct that falsely appears to be authentic
or truthful”).
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