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Capability China Russia © Iran & proxies
Text MEDIUM / LOW MEDIUM / LOW LOW
Image HIGH HIGH MEDIUM / LOW
Audio/video HIGH HIGH LOW
Example May 2024: June 2024: April 2024:
Bespoke Taizi Flood Al-generated audio Likely Al-generated video
41-generated cartoon of Elon Musk narrating leading up to Iranian
Demand that the fabricated documentary ~ military operation
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Office of the Director of National Intelligence, Background to “Assessing Russian Activities 20
and Intentions in Recent US Elections”: The Analytic Process and CyberIncidentAttribution,
https://www.dni.gov/files/documents/ICA_2017_01.pdf .2017

Evaluation of the U.S. Department of Justice’s Efforts to Coordinate Information Sharing 2
About Foreign Malign Influence Threats to U.S. Elections, 2024
TN YW NIT DA INY DT "2 ; https://oig.justice.gov/sites/default/files/reports/24-080.pdf
GAO, U.S. Government Accountability Office, FOREIGN- 'Xp'anXn 01 1pan
DISINFORMATION: Defining andDetecting Threats (September 26, 2024)


https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf
https://cdn-dynmedia-1.microsoft.com/is/content/microsoftcorp/microsoft/final/en-us/microsoft-brand/documents/Microsoft%20Digital%20Defense%20Report%202024%20%281%29.pdf
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d1d9
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d1d9
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d198
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d198
https://www.dni.gov/files/documents/ICA_2017_01.pdf
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d1c4
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d1c4
https://oig.justice.gov/sites/default/files/reports/24-080.pdf
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054cf66
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054cf66
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054cf66
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Nature, Exposure to the Russian Internet Research Agency foreign influence campaigns on 2
Twitter in the 2016 US election and its relationship to attitudes and voting, 2023.

Intelligence and Security Committee of Parliament, "Russia”* HC 632 (21 July 2020) 2

/https:/www.nsh.gov.tw/en/assets/documents/%E6%96%B0%E8%81%9E%E7%A8%BF %
1eeba30c-ebf8-459a-8fe3-ed2ab4cb4cal.pdf?utm source=chatgpt.com

0197”2 'NDIN'ND TIN'NA T Y 1TAIN Foreign Information Manipulation and Interference - FIMI (S

D'2'9AN1 0D L0V YV VY VIR ONINI0ID DY IX DUNND L1202 PIN 1KY NIANINN
IN DDA DIPNY TP OV, ONINAL (110 [9INI NYXIAN 121021910 'DIX INYI 1T NID'YD 0101019
9 NXINN IN DNOY 1NN 0'9Y9INN D'MIIAI D'NDY NIATY ,01 N1 XD

-https://www.eeas.europa.eu/eeas/tackling-disinformation-foreign-information-manipulation %
interference_en
European External Action Service (EEAS) (March 2025) 3rd EEAS Report on Foreign z

Information Manipulation and Interference Threats
-https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport
March-2025-05-Digital-HD.pdf

Federal Foreign Office, Germany Targeted by the Pro-Russian Disinformation Campaign 2
"Doppelganger”, 2024
NNRIWN 7Y XY "NIMXY" NITDX DA XOX , 0NN D'WANWN P XD 019210 NI'OXN 1IN DYIX 2

ND'WNN 9P NXE DN NAMN NN P'1TNA 1R 'Wip 1w 251 ,]''9npn YW 0'oIan
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https://www.nsb.gov.tw/en/assets/documents/%E6%96%B0%E8%81%9E%E7%A8%BF/1eeba30c-ebf8-459a-8fe3-ed2a54cb4ca0.pdf?utm_source=chatgpt.com
https://www.eeas.europa.eu/eeas/tackling-disinformation-foreign-information-manipulation-interference_en
https://www.eeas.europa.eu/eeas/tackling-disinformation-foreign-information-manipulation-interference_en
http://ta-d2app02:8080/D2/?docbase=NM_PRD&locateId=090bbfda8054d1cd
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https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
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RULING No 32 of 6 December 2024 on the annulment of the electoral process for the election 0
of the President of Romania in 2024
https://www.ccr.ro/wp-content/uploads/2025/02/RULING-No-32-2024.pdf
European Commission - Press release (17.12.24) a
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